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1. Purpose of Document
1.1
The purpose of this document is to report the outcome of the TOPIC Group
VIII discussions on Smart Card Driving Licences. This will identify:
•
•
•
•

the business benefits that could be realised by Member States from the
implementation of a smart card driving licence;
the impact of delaying work on developing the European standard for a smart card
driving licence;
potential solutions; and
recommendations on a way forward and include a timetable for progressing the
recommendations for submission to the Commission by the EReg Group.

1.2
This report has been drawn primarily from discussions at the EReg Topic
Group Workshop on 23 and 24 October 2008 in Cardiff. These discussions were
based on the following documents, presentations and demonstrations provided to the
workshop:
•

CEDLIC; Towards a Community Electronic Driving Licence- Final Report
dated 15 November 1999

•

Paper to European Commission on Electronic driving Licences (Outlines the
concept of a three zoned microchip for data storage purposes)

•

Minutes from the European Union INFORMAL workshop on the Microchip
– July 2006

• A guide for driving licensing authorities to: International Standard ISO/IEC
18013 Information technology- Personal identification ISO- compliant driving
licence
• Presentation: EReg Topic Group DVL Updates from the US
Anne L Collins
• Presentation: Real ID – Verification Systems An Overview
Anne L Collins on behalf of Phillippe Guiot (AAMVA)
• Presentation: The UK Government Gateway Remote Authentication
Jim Purves
• Presentations and demonstrations: Data Accuracy, Data Efficiency, Standards
and Demonstrations
Mike Osborne
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2.

Executive Summary

2.1
The Third driving licence Directive came into effect on 19 January 2007. It
provides Member States with the option of placing a chip on the licence but the
requirements/specification for the chip must be formally agreed and published by the
EU Commission before Member States can take up this option. These requirements
must provide for an EC type approval, which will be granted only when the ability to
resist attempts to tamper with or alter data on the chip is demonstrated.
2.2
For some time, Member States have pursued the concept of using microchip
technology on the driving licence to:
•
•
•
•

enhance the security of the driving licence;
store additional data securely on the chip;
provide remote authentication of driver to access electronic service channels; and
automate the capture of information held on the cards

2.3
The discussions and work already undertaken on this issue provided a solid
backdrop for the discussions at the EReg Topic Group VIII meeting held in Cardiff on
23 and 24 October 2008.
2.4
The workshop consisted of presentations; demonstrations and discussions
based on questions posed to participants. These were:
•
•

•
•

Does your country intend to move to a smart-card driving licence in the future? If
so, when do you expect this to be achieved?
What uses does your country envisage for a smart-card driving licence? (For
example, just to secure the driving licence as evidence of driving entitlement or to
hold information other than the driving entitlement, for other purposes)
What are the business benefits in developing a smart card driving licence?
Do you have any issues and concerns (such as potential costs, durability and
compatibility of infrastructure and interoperability)?

2.5
This ensured delegates examined fully the suitability, security, flexibility and
costs associated with smart card driving licences.
Benefits
2.6
The general consensus of opinion at the Cardiff workshop was that a smart
card licence offered significant business and customer benefits in terms of security,
remote authentication, data capture and storage of additional data. The Group
recognised that whilst not every Member State has plans to move to smart card
licence, there would be a great benefit to all Member States in having a standard in
place so that they could upgrade to smart cards when or if they chose to.
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Potential Solutions
2.7
The existing standards were explained to provide delegates with up to date and
relevant information on which they could make an informed decision. Consideration
was given to the following existing standards, their application and suitability for
smart card driving licences:
•
•
•
•

Smart Card Vehicle Document Specification
Tachograph Card Specification
ICAO and Residence Permit
ISO WG10 International Standard for Driving Licences – ISO/IEC 18013

2.8
The delegates identified that all except the ISO WG10 International Standard
should be rejected as unacceptable for the European driving licence microchip
standard. Whilst considering the ISO standard as satisfactory, delegates nevertheless
produced a wish list of requirements that could form the basis of a draft EU chip
specification (see Annex A).
2.9
The reasons for adopting the ISO International Standard were identified as
follows:
•
•
•

•
•
•
•

It would fully meet the business requirements identified by Member States;
The ground work for defining standards would already be done by ISOWG10;
It would avoid the Commission and Member States having to develop a separate
standard at considerable cost (The WG10 group has already invested 6/7 years in
developing the ISO standard and the tachograph card microchip standard took 9
years to develop);
Adoption of International standard would result in a ready-made European
standard;
The modular approach allows the Commission and Member States to decide
which parts of the International standard they would like to adopt;
The WG10 group’s proposal to establish a part 4 to the standard covering test
methods provides a basis for type approval (see section 6); and
It would be interoperable with countries outside the EC.

Summary of Conclusions
2.10 There was general agreement that a smart card licence offered significant
business and customer benefits in terms of security, data capture, remote
authentication and storage of additional data. There was also recognition that, whilst
not every Member State planned to move to a smart card driving licence, there would
be a great benefit to all Member States in having a technical standard in place so that
each could upgrade to smart cards when and if they chose to.
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2.11 Having considered and discussed several existing standards already in place for
other applications (such as tachograph cards), delegates acknowledged that an
International specification being drawn up by the International Standards Organisation
under Working Group 10 would be fit for purpose, particularly in view of its modular
nature. It would also avoid Member States and the Commission having to commit
significant resources and funding to develop a new standard. It was recognised that a
new standard could also take as much as 5 to 6 years to develop. The end result could
be a standard, which would be very similar to ISO 18013 (which would call into
question the need to develop a separate European standard) or one, which conflicted
with ISO18013.
Way Forward
2.12 The UK would draft a report to record the conclusions of the TOPIC Group
and recommend the way forward. Once agreed by participants, the report would be
sent to the EReg Group with a recommendation that it be forwarded to the European
Commission for discussion and progress by the Driving Licence Committee.
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3.

Background

3.1
The essential purpose of a driving licence is as a basic tool for traffic safety
ensuring drivers are able to prove themselves qualified to drive different categories of
vehicles. The licence must provide sufficient information to link it uniquely with an
individual and to confirm that the person presenting it is the one to whom it was
issued. The minimum information required for the driving licence is defined in
European legislation (driving licence Directives 91/439/EEC and 2006/126/EC).
3.2
Directive 91/439/EEC – the second driving licence Directive (in force from 1
July 1996) – did not allow for the inclusion of a microchip on the driving licence,
although its Annex 1 (format of photocard licence) specified that a space should be
reserved on the licence to allow for the possible introduction of a microchip.
3.3
At the Commission’s request, certain Member States formed a working party
called Community Electronic Driving Licence (CEDLIC) and their findings were
released in November 1999. The Group identified the key benefits of electronic
driving licences as being improved security, increased data storage, improved
communication across Europe, improved freedom of movement for citizens and
increased functional capacity. It advised that prior to a chip being placed on the
licence, its specification would have to be agreed and published.
3.4
In December 2003 the European Commission published proposals for a third
driving licence Directive. The draft Directive allowed for a smart card driving licence,
but the data to be included on the microchip was limited. Following a meeting with
Member State experts in May 2004, the Commission amended the draft text, allowing
greater flexibility but specifying that a technical specification for the microchip would
need to be published as an annex to the Directive before any Member State could
move to a smartcard driving licence. The Commission agreed that technical experts
could consider a harmonised standard for the chip specification and the way in which
data is stored. They also agreed to proposals that the chip data could be contained in
three zones:
•
•
•

European Zone – mandatory data;
European Zone – optional harmonised data; and
National Zone – optional national data.

3.5
In July 2006, with the EU Commission’s approval, the UK hosted a
workshop in Swansea which 13 Member States attended. The objective of the
workshop was to consider the requirements for a smart card licence, identify benefits,
progress business requirements and identify standard requirements. The key benefits
identified for smart card driving licences were:
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•

Card security - smart card technology could help significantly improve the
security of the driving licence and the information held on it.

•

Data capture - the ability to automatically capture information held on the
chip and transfer to other systems (e.g. Courts, Police).

•

Driver authentication – information held on the chip could be used to help
authenticate the identity of the licence holder e.g. larger size image of
photograph retrieved from the chip and displayed on a screen.

•

Remote authentication – increased confidence in the identity of users
requiring access to electronic service channels for driving licence and other
government transactions.

•

Interoperability- through standards, the opportunity to utilise existing
readers and other infrastructure used to access chip information on other
applications.

Legal Basis
3.6
The Third driving licence Directive came into effect on 19 January 2007. It
provides Member States with the option of placing a chip on the licence but the
requirements/specification for the chip must be formally agreed and published by the
EU Commission before Member States can take up this option. These requirements
must provide for an EC type approval, which will only be granted when the ability to
resist attempts to tamper with or alter data on the chip is demonstrated.
3.7
The following extracts from Directive 2006/126/EC provide for a microchip on
the driving licence.
Recital 17 – The introduction of an optional microchip in the new plastic card model
driving licence should enable the Member States to further improve the level of anti
fraud protection. Member States should have flexibility to include national data on
the chip provided that it does not interfere with commonly accessible data. The
technical requirements for the microchip should be determined by the Commission,
assisted by the committee on driving licences.
Article 1.2 – Without prejudice to data protection rules, Member States may
introduce a storage medium (microchip) as part of the driving licence, as soon as the
requirements in Annex 1 concerning the microchip are laid down by the Commission
in accordance with the procedure referred to in Article 9(2). These requirements shall
provide for EC type-approval, which shall only be granted when the ability to resist
attempts to tamper with or alter data is demonstrated.
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Article 1.3 – The microchip shall incorporate the harmonised driving licence data
specified in Annex 1.
After consulting the Commission, Member States may store additional data, provided
that it does not in any way interfere with the implementation of this Directive.
In accordance with the procedure referred to in Article 9(2) the Commission may
adapt Annex 1 in order to guarantee future interoperability.
Article 7 2 (d) – The presence of a microchip pursuant to Article 1 shall not be a
prerequisite for the validity of a driving licence. The loss or unreadability of the
microchip or any other damage thereto shall not affect the validity of the document.
EReg
3.8
The Association of European Vehicle and Driver Registration Authorities
(EReg) was set up in 1998. Its main purpose was to bring together representatives
from European Registration and Licensing Authorities to share knowledge, experience
and good practice. The strategic aim is to identify and influence European initiatives
and regulations, and establish exchange and co-operation agreements to promote
effective and efficient data exchange.
3.9
EReg significance has increased over the years and now has 25 members across
Europe. In 2008 the TOPICS Groups were launched to tackle issues and problems
faced by registration and licensing authorities. Each TOPIC group is run by a specific
Registration and Licensing Authority who hold workshops to discuss issues and
inform decisions. The Group then produces EReg Secretariat outlining findings and
recommendations supported by evidence. Eight TOPICS groups were formed; Topic
Group VIII is responsible for the Smart Card Driving Licence.
3.10 The Group met on 23 and 24 October 2008 in Cardiff. The workshop was
presided over by DVLA, United Kingdom under Hugh Evans’s chairmanship. Experts
representing 7 Member States participated.
3.11 Delegates considered and discussed the potential business benefits that smart
cards could bring to Licensing Authorities and customers, and the availability of
existing standards that could be readily utilised as a European driving licence standard.
Presentations and demonstrations prompted and supported extensive discussions.
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4.

Benefits of a Smart Card Licence

4.1
This section records how a smart card driving licence could provide business
benefits. It covers such issues as Security, Remote Authentication, Data Capture and
Additional Data.
4.2
The key benefits for smart card driving licences were identified at the 2006
informal workshop held in Swansea. These were re-evaluated and enhanced at the
TOPIC Group in Cardiff.
Potential Benefits
4.3

Benefits of a smart card licence were identified as:

•

The security (resistance to forgery and manipulation) of the driving licence would
be greatly enhanced. This would increase confidence in the licence and add to its
status.

•

Driving licence data stored on the chip would be harmonised, helping to improve
information exchange and the control of licences between Member States.

•

Freedom of movement across the community would be improved as the driving
licence information gained could potentially be read in the native language of the
inspection officer.

•

It would be possible to include additional functions through microchip technology
without jeopardising the security of driving licence data.

•

The option to add extra functions would make the electronic driving licence more
‘future proof’ providing extra flexibility for national administrations to take on
new functions.

•

The readability of codes and sub codes could be improved by providing the
inspection officer with the complete description of the relevant code.

4.4
The possible benefits were grouped into four categories: Security; Remote
Authentication; Data Capture; and Additional Data.
Security
4.5
The addition of a microchip to an official document provides a step change to
its physical security, as has been shown by the introduction of chips into credit cards
some years ago and latterly passports. Traditional forgers may have been able to
produce good quality forged/counterfeit versions of these documents but the addition
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of a chip requires the acquisition of a totally new skill set. With the addition of
cryptography, replicating a chipped driving licence/credit card/passport is extremely
difficult and expensive to achieve.
4.6
DVLA provided samples of their previous generation driving licence and a
selection of forged European driving licences. Such licences are sought after both to
drive illegally and to gain access to goods and services including credit and to conceal,
or assume, another identity. DVLA licence issue process is kept under continual
review - checking that the person is entitled to it and ensuring he/she is who they
claim to be. Last year 2,500 fraudulent applications were rejected by DVLA.
Remote Authentication
4.7
The key elements of Remote Authentication were illustrated successfully by
Jim Purves’ presentation “The UK Government Gateway – Remote Authentication”.
4.8
Jim explained that for the Ministry of Defence to check a person’s details it is
necessary to have a personal password, a card number and system identifier. The
card is then issued. This transaction is an Internet transaction but can also be used in
face to face interaction or by telephone. The user accesses the portal and starts an
interaction by identifying themselves using the chip and PIN.
4.9
This type of system could be used to provide authentication to a number of
Government services. The facility on line would ensure security, accuracy and
verification of the applicant/user by ensuring that the person transacting is who they
purport to be. The system could potentially support – a more secure change of
vehicle keepership process whereby the old/new keeper of a vehicle notifies jointly
that the vehicle has changed hands.
Data Capture
4.10 Mike Osborne provided technical expertise throughout the workshop and
supplemented his formal presentations and demonstrations with anecdotal advice
based on his experience.
4.11 He demonstrated the relative weakness of manual data entry, showing how
quickly data could be downloaded from a microchip onto electronic forms.
4.12 One of the forms used related to the recording of road traffic offences - DVLA
explained that it records penalties and disqualifications against drivers’ records. The
information is transmitted through electronic links from Courts, where their clerks
transcribe the relevant data from the driving licence. Although the intention was for
the penalty to update the correct driver record without intervention by a DVLA clerk,
experience showed nearly half fail this process, requiring clerical intervention. This
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was usually because incorrect data had been entered by the Courts. The failure to
match the offence on the correct record creates time-consuming casework and presents
a risk to road safety.
4.13 The efficiency and accuracy benefits of capturing information held on the chip
automatically, and the ability to transfer information to other systems such as the
Courts and Police, were recognised fully by all delegates.
Additional Data
4.14 Participants at the 2006 workshop had considered additional data
requirements. A range of items was identified, including: non-harmonised
information/restriction codes; entitlement to transport dangerous goods; as well as
National Identity numbers and biometrics.
4.15 Discussions showed a growing requirement for additional data could be
realised. As microchip storage capacity was improving, delegates acknowledged that
technology would not be a barrier to the way forward.
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5.

Consideration of Standards

5.1
This section reviews microchip standards in existence and examines their
suitability for the European driving licence standard.
5.2
Microprocessor base smart cards provide a suitable technical platform
regarding security, flexibility and costs. Alternatives such as magnetic stripes and
optical technology had been considered but should be ruled out for security, capacity
or cost reasons.
5.3
The four factors which would have a major impact on the smartcard driving
licence standard were:
•
•
•
•
5.4

the information to be stored on the chip;
security aspects related to the licence and the data stored on the chip;
privacy requirements; and
compatibility with other applications using similar technology.
The life cycle of the card is also an important issue.

5.5
Details of the standards were explained to provide delegates with up-to-date
and relevant information.
5.6
When considering existing standards, delegates were asked to be mindful of
two important points of reference - the extraordinary length of time it takes to
establish a microchip standard and the European Commission’s preference in
promoting synergy between new and existing systems. Existing standards considered
were “Smartcard Vehicle Registration”, “Tachograph Card Specification”, “ICAO”,
“Residence Permit” and the “ISO WG10 International Standard”, any of which could
be considered by the Commission as suitable for the driving licence microchip.
Developing a New Standard
5.7
Developing a new standard takes a considerable amount of time. The
tachograph standard took approximately 9 years to produce. It was very resource
intensive, requiring stakeholders to attend regular meetings which impacts on costs for
personnel attendance and travel.
5.8
This would mean that if a new standard had to be developed for the driving
licence smart card, Member States would need to commit technical expertise to
travelling to workshops over a long period of time.
5.9
Delegates felt there was no need to re-invent the wheel where standards
already exist that might be suitable.
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Smartcard Vehicle Registration Document Specification
5.10 The Vehicle Registration Document Directive is 2003/127/EC and Annex 1
sets out the smart card format. The specification is flexible but it is not a mature
standard, lacking read data access control that meant the data was insecure resulting in
the potential for personal data being read over this interface without access control
(and there is no protection against duplication).
5.11 Write access control is defined using card verifiable certificates, as is the case
for the smart tachograph card. Write Access is given to issuing Member States only.
It is not clear what data can be updated as most of the data is also personalised on the
card.
Tachograph Card Specification
5.12 The Regulation on Digital Tachographs (3821/85 as amended by 2135/98)
required the issue of smart cards by Member States and fitting of digital tachographs
to new vehicles. The specification took approximately 9 years to agree and was
published as Commission Regulation 1360/2002 on 5 August 2002. Digital
Tachograph Cards have been issued in the UK since July 2005. They are issued to
drivers to ensure the driving activity is recorded on the card and in the vehicle, to
check the drivers’ identity and store the drivers’ movements. A driver who has a
current driving licence may apply for a Digital Tachograph Card which is valid for 5
years.
5.13 Digital tachographs have a single PKI hierarchy with a European Root key.
As the system is off line (not on-line as Automatic Telling Machines are) it is difficult
to update the security of the chip. The specification is very explicit and as time
progresses it becomes more out of date. In addition, the specification is for a contact
chip and does not allow the flexibility for contact and/or contactless.
International Civil Aviation Organisation (ICAO) and Residence Permit
5.14 Responsibility for ICAO standardisation lies with the United Nations. It was
adopted by ISO and is heavily based on ISO standards (referenced as ISO/IEC 7501).
It defines the data format for international travel documents and the basic mechanisms
to access this data.
5.15 EU legislation is strict, resulting in the restriction of its use for Electronic
passports / residence permits and including additional data poses a problem.
Changing versions of standards creates problems for chip manufacturers as it is can
prove to be expensive when instigating/incorporating change.
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5.16 Another example is the European Citizens Card (ECC); there are various
versions within Member States e.g. France and Germany. Version 2 will become
European Citizens Card standard but there may be interoperability problems as
indications are that Member States are implementing the standards differently.
WG10 International Standard for Driving Licences - ISO/IEC 18013
5.17 The International Organisation for Standardisation and the International
Electrotechnical Commission formed a joint Working Group (JTC1 SC17 WG10)
which is in the process of developing an international driving licence standard. The
standard has been designed to allow individual driving licence authorities (national/
regional/state) to choose to adopt any, all or (as the standard is entirely voluntary)
none of its three constituent parts. Whilst providing a universally recognised
standard, it also allows for the inclusion of individual licensing authorities’ specific
requirements.
ISO accreditation
5.18 The standard seeks to establish guidelines in the format and content of driving
licences to support the requirements of national or regional motor vehicle authorities
and international conventions. It creates a common basis for international use and
recognition of licences without impeding individual national and regional authorities in
taking care of their specific requirements.
5.19 The Group recognised that the European driving licence format would need to
be an integral part of the International standard to achieve ISO accreditation.
5.20 The standard currently exists in 3 parts. Part 1 was published in August 2005;
Part 2 was published in May 2008; Part 3 published in October 2008 and work has
now started on the development of Part 4, which will consider test arrangements.
This important aspect will help address and progress any issues with type approval.
•

Part 1 – Physical format of the licence- already published as an International
Standard. WG10 has reviewed this part in order to update it in line with the EU
Third Directive.

•

Part 2 – Machine Readable Technologies (includes chip)

•

Part 3 – Access Control, Authenticity and Integrity Verification (security of the
chip)

•

Part 4 - This will provide a basis for type approval
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5.21 WG10 agreed there should be a harmonised standard for a chip specification
and the way in which data is stored and that should be contained in three zones. The
driving licence standard has been defined to cater for the vast majority of individual
licence authorities’ requirements. This was achieved by defining a number of separate
Data Groups, each addressing a different functional area. Only one of these – Data
Group 1 – is mandatory to meet the requirements of the international standard; the
others are voluntary. The Data Groups are ordered as follows:
Data Group 1: Mandatory data (this includes: Family name; Given name; Date of
birth; Date of Issue; Date of Expiry; Issuing Country; Issuing Authority; Licence
number; Categories of vehicles, restrictions)
Data Group 2: Optional licence holder information
Data Group 3: Optional issuing authority details
Data Group 4: Optional Portrait images
Data Group 5: Optional signature / mark image
Data Group 6: Optional facial biometric template
Data Group 7: Optional finger template
Data Group 8: Optional iris biometric template
Data Group 9: Optional other biometric template
Data Group 10: Reserved for future use
Data Group 11: Optional Domestic Use
5.22 The E Reg. Workshop considered the suitability of existing standards and
whether customisation was required. They identified that all except the WG10
standard should be rejected as unacceptable for the European driving licence microchip
standard.
5.23 Whilst considering the WG10 standard as satisfactory, delegates nevertheless
produced a wish list of requirements.
5.24 The delegates’ reasons for supporting the WG10 International Standard were
identified as follows.
•
•
•
•

•
•

It would meet fully the business requirements identified by Member States.
Adoption of International standard would result in a ready-made European
standard.
The standards had been defined already by WG10. The WG10 group has already
invested 6/7 years in developing the ISO standard)
It would avoid the Commission and Member States having to develop a separate
standard at considerable cost - the tachograph card microchip standard took 9
years to develop.
The modular approach allows the Commission and Member States to decide
which parts of the International standard they would like to adopt.
It would be interoperable with countries outside the EC.
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6.

Type Approval Considerations

6.1
This section highlights considerations about type approval, discussed at the
Cardiff workshop.
EU Driving Licence
6.2
Directive 2006/126/EC allows for a microchip on the driving licence once the
technical specification for the microchip are formally agreed and published by the EU
Commission. The specification must provide for an EC type approval. Article 1.2 of
the Third Directive states
“Without prejudice to data protection rules, Member States may introduce a storage
medium (microchip) as part of the driving licence, as soon as the requirements in
Annex 1 concerning the microchip are laid down by the Commission in accordance
with the procedure referred to in Article 9(2). These requirements shall provide for
EC type approval, which shall only be granted when the ability to resist attempts to
tamper with or alter data is demonstrated.”
Digital Tachographs
6.3
The Type Approval process set up for the Digital Tachograph system under
Annex 1b of Commission Regulation (EC) No 1360/2002 consisted of Member States
obtaining:
•

Security Certification – performed by an ITSEC authority against a documented
Security target

•

Functional Certification – performed by a Member State authority against
documented functionality, accuracy and environmental characteristics

•

Interoperability Certification – performed by the competent body certifying that
the recording equipment is fully interoperable with the necessary tachograph card.
The EU Commission appointed the Joint Research Council (JRC) as the
‘competent body’.

6.4
All three certificates must be obtained and presented to an appropriate body
which checks the certificates and provides EEC Type Approval.
International Standard on Driving Licences ISO/IEC 18013
6.5
The work already undertaken by the WG10 group and their proposal to
establish a new part to the standard– Part 4 covering test methods would provide a
basis for type approval. This is a further indicator that the WG10 International
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Standard for Driving Licences is fit for purpose and would be a suitable standard to
cover European smart card driving licences.
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7.

Recommendations

7.1
This section documents recommendations from the TOPIC Group VIII to the
EReg Group.
7.2
In a unified format the smart card driving licence would encourage more
efficient and faster data exchange between countries’ licensing administrations to
better serve citizens and to improve inspection while fully maintaining data
protection.
7.3
The workshop delegates considered potential solutions for a European
microchip specification, including the development of a new standard and typeapproval process.
•

•
•

The group recommended that to save Member State and Commission time and
resource: the ISO WG10 standard would provide a good basis for the European
chip specification;
EReg request that the EU Commission agree to a technical working group being set
up to discuss this further; and
EReg recommend to the EU Commission that the EReg members become the
technical working group, with Driving Licence Committee members supporting
the work.
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8.

Timetable

•

Date draft Report to be approved by EReg Topic Group attendees –

•

Final report to be issued to Association of European Vehicle and Driver
Registration Authorities (EReg) –
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ANNEX A
Potential EU Chip Specification
The EReg TOPIC group meeting considered whether the ISO WG10 ISO Standard on
Driving Licences could accommodate the data listed at the Smartcard Workshop (held
in Swansea in 2006). The following sets out the agreements of the EReg TOPIC
group which could form a potential draft EU specification.
The ISO WG10 Driving Licence standard has been defined in such as way as to cater
for the vast majority of individual licence authorities’ requirements. This was
achieved by defining a number of separate Data Groups, each addressing a different
functional area. Only one of these – Data Group 1 – is mandatory to meet the
requirements of the international standard. The others are voluntary. The Data
Groups are ordered as follows:
Data Group 1: Mandatory data (this includes: Family name; Given name; Date of
birth; Date of Issue; Date of Expiry; Issuing Country; Issuing Authority; Licence
number; Categories of vehicles, restrictions)
Data Group 2: Optional licence holder information
Data Group 3: Optional issuing authority details
Data Group 4: Optional Portrait images
Data Group 5: Optional signature / mark image
Data Group 6: Optional facial biometric template
Data Group 7: Optional finger template
Data Group 8: Optional iris biometric template
Data Group 9: Optional other biometric template
Data Group 10: Reserved for future use
Data Group 11: Optional Domestic Use
Cardiff workshop delegates wish list as follows.
Mandatory Driving Licence Data
Name
Date of Birth
Issue
Expiry Date
Issuing Authority
Place of Birth
Driver Number
Image
Signature
Categories (EU)

Data Group 1
Data Group 1
Data Group 1
Data Group 1
Data Group 1
Data Group 2
Data Group 1
Data Group 4
Data Group 5
Data Group 1
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Entitlement Dates
Information Codes (EU)

Data Group 1
Data Group 1

Additional Harmonised Data
Information Codes (EU)
(Description)
Preferred Language
National ID Number
Biometric
Blood Type
Organ Donation

New Data Group
New Data Group
New Data Group
Data Group 6-9
New Data Group
New Data Group

National Use only Data
Information Codes
(National)
Categories (National)
Address
Instructor/Teacher
Licence
Vehicle Details
PKI – Part 3
Insurance Details
Restrictions
Medical Data
Geographical Medical
Restriction (text)
Medical Condition
(e.g. allergies, epilepsy)
Organ Donation
(Details)
Organisation Membership
(AA)
Driver Probationary Period
Credit card Details
Penalty Points/ Rehab
Course Data
Provisional/Learner
Entitlement
Restricted Data

Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Part 3 of ISO standard
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
Data Group 11
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The group reviewed the wish list of data from the last smartcard meeting in 2006 to
confirm that it could all be accommodated by the ISO WG10 standard. This exercise
was useful and identified that a new Data Group would be required for some of the
harmonised data. Mike Osborne (IBM) confirmed that the standard is flexible enough
to add the required Data Group.
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ANNEX B
Note of discussions at the EReg TOPIC Group in Cardiff on 23/24
October 2008
Hugh Evans (UK-DVLA) chaired the meeting and began by providing a background
on the European Registration Authorities Group (EReg) which was set up in 1998.
Its purpose was to bring together driving licence and vehicle registration authorities to
share expertise and promote data exchange. The chairman thanked the EReg secretary,
Fleur Pullen for her support in co-ordinating the work of the group.
Having explained the intention for an informal workshop to gather information and to
agree the way forward, the chairman provided background information to the subject
and highlighted the progress made to date.
Summary of Presentation by Anne Collins, Boston, Massachusetts
The Real ID Act had been passed in 2005 in the USA, without any debate or
discussion. Prior to the events of 9/11, a person could board a plane by showing a
driving licence. However, there were no rules to specify how that licence could be
obtained and the Real ID Act was to change that position. States must implement it
by 2009.
Entitlement to a licence would be based on immigration standards and if States did not
comply, their residents would not be able to board a plane. There would be a lot of
operational requirements as well as standards for the card. All States would have to
have a photograph on the licence (two States didn’t previously). Every piece of data
supplied would have to be verified and validated. The cost of implementation was
originally estimated at $14 billion.
In Massachusetts, there were 35 remote branches that issue licences, so it was
possible to obtain multiple licences. This was another anomaly that the Real ID Act
intended to close.
Question raised by the Netherlands – How would a homeless person obtain a driving
licence if they don’t have a social security number?
Anne confirmed that they could apply for a social security card. Anne went on to
explain that a person’s driving licence could be revoked if they did not pay their child
support. They now have stricter rules around residency and social security checks
were being carried out to prevent the issue of more than one driving licence. Since
1997/98 there was a system in place to ensure that truck drivers could not obtain
more than one licence between States.
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Biometrics has not been included in the Real ID Act because it was felt to be
unacceptable to the American public. Facial recognition was motivated by law
enforcement and Homeland Security grants. It was introduced because of multiple
identities being obtained by drunk drivers and child benefit evaders.
Enhanced Drivers licence - The law required a passport to cross the border from
America to Canada. Passport Offices could not issue passports quickly enough so it
was decided that a smartcard licence would also suffice. Washington was first to sign
up to this.
WG10 International Standard on Driving Licences
DVLA had attended the International Standard on Driving Licences WG10 meetings
and provided an update on the work of the group. The UK had attended the inaugural
meeting of the Group and had influenced the use of the EU driving licence standard as
the basis for the international standard. The different parts that made up the standard
were explained and the group advised that a document called “WG10 - A Guide for
Driving Licensing Authorities” would be made available to them.
Attendees agreed that it would be useful for this document to be circulated also to
European Driving Licence Committee Members in advance of formal Committee
discussions on the chip. DVLA agreed to arrange this.
Tour De Table – Member State position on Smartcards
UK
There was a huge amount of fraud in the UK with driving licences being used for
criminal activity. Security of the card had been upgraded but it was felt that the best
method of security would be a smartcard with biometrics. DVLA’s Chief Executive
was keen to know what benefits a smartcard licence would bring and had agreed that a
specification needed to be in place. Whilst the UK had approached the Commission
many times to take this forward formally, the Commission refused to do so, stating
that it was only the UK interested in the issue.
Netherlands
The Netherlands had initiated a small study earlier this year to see if a chip on the
driving licence was feasible. The Ministry of Transport had said that the driving
licence should not be more expensive. RDW would be reviewing the Business Case.
In the Netherlands, the driving licence was also used as an identity document so it
needed to have the same security as a passport. Passports now had chips so they felt
the standard for a chipped driving licence needed to be in place as soon as possible.

File Location: EReg Topic Group – Final Report V1.0
Print Date: 19/01/09

Page 28 of 32

EReg Topic Group VIII - Smartcard Driving Licence- Final Report

Netherlands raised the question of whether they could place a chip on the licence
nationally and then upgrade it when the EU standard is in place. After discussing
possible negative reaction to the proposal from the Commission, the Group agreed
that the Netherlands should first approach the Commission for approval to do this
beforehand, highlighting the benefits this could have on the setting of the European
standard.
Sweden
Sweden confirmed that they had pushed for the chip specification to be agreed for
some time and were surprised that the Commission felt still that only the UK was
interested.
Sweden introduced a new driving licence quite recently with a very secure transparent
feature. Sweden had been preparing the legislation for implementation of the third
Directive and was interested in the Netherlands’ proposal.
Ireland
Road Safety Strategy intended to issue a plastic card with a chip within 2 years of the
Commission agreeing the standard. They saw it as being useful for inter Agency
communication e.g. when a person passes the driving test the results could be
downloaded from the learner licence to the authority by using the chip. They were also
in the process of developing new driving licence software using Visage and would like to
put the driver’s photograph on the chip when it is captured for the learner permit. It
would also have the potential for an integrated ticketing system for public transport.
They confirmed that at a previous Driving Licence Committee meeting, there had been
at least 6 countries that supported the UK’s proposal to progress formally the
development of the European chip specification.
Gibraltar
Gibraltar was in the process of migrating to a photocard driving licence and wanted to
use the blank stock of DVLA licences. They were interested in participating so they
could also be in a position to use the DVLA chipped licence.
Northern Ireland
The Northern Ireland (NI) driving licence was very similar to that issued by DVLA.
A decision was yet to be made as to whether NI work would be carried out by DVLA
in the future. Generally, the NI licence issuing authority had never been equipped to
deal with increases in organised crime and needed to improve links with Courts,
enforcement etc.
File Location: EReg Topic Group – Final Report V1.0
Print Date: 19/01/09

Page 29 of 32

EReg Topic Group VIII - Smartcard Driving Licence- Final Report

Luxembourg
Luxembourg was issuing paper driving licences but would be introducing a photocard
in the future, as required by the third Directive. They agreed that a standard needed to
be specified and supported the use of the ISO standard for driving licences, rather
than re-inventing the wheel by working up a new standard.
Cost would be factor for consideration and they needed to influence the Government
that a chip was necessary. Luxembourg had only 0.5 million residents and already a
number of expensive projects underway. A Governmental working group was looking
at all projects – ID card, chipped passports etc in order to prioritise. NonLuxembourg drivers generate half of traffic in Luxembourg so they needed to bear that
in mind and needed to convince politicians there was a need for a chip.
Estonia
Estonia already had an ID card and no immediate plans to issue a smartcard driving
licence. However they were interested in monitoring what was being progressed.
Latvia
Latvia felt that a chip had a high potential for added security and thought that a good
time to introduce it would be when the third Directive is implemented in 2013.
Security Issues
DVLA provided background information and passed around samples of actual and
forged driving licences to help illustrate the security benefits. DVLA’s Enforcement
area had estimated that the value of a DVLA driving licence to the fraudster is around
£35,000. In countries where the driving licence was also an identity card, it would
have an even greater value.
There was felt to be a need to raise the bar on security by putting a chip on the licence
to help the fight against fraudsters.
Mike Osborne (IBM) said that a chip introduced cryptography so it takes the
security to another dimension. If a fraudster wanted to forge a card they would need
to sign the data in PKI, which was extremely difficult to do. Data accuracy and
security were one and the same. The chip also increased the level of data accuracy.
He also advised that the smartcard solution would need to be future proofed to ensure
the security could be upgraded easily. Member States would not want to be in the
same position as with digital tachograph cards where upgrading the security was
proving to be extremely difficult.
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Sweden confirmed they had the same problem. They had recently changed their
system so a photograph of the person was taken when they sat the theory test, to
prevent impersonation at tests.
Luxembourg raised the question of what would happen if the chip stopped working
asking if the licence would still be valid. They were advised that the Directive stated
that it would still be valid. However, the licence holder may not then be able to
transact securely if that was an option available nationally through the chip.
Mike Osborne also confirmed that previously chip manufacturers would not provide
a warranty for more than 5 years. This position was improving and the market was
now moving towards 10-year warranties.
Estonia confirmed that they had been issuing a new secure licence since 2004 and they
had not yet seen any fake versions. Verification was carried out against the database
so there was less incentive to forge the licence.
Netherlands confirmed that as their driving licence was considered to be very secure,
they had difficulty persuading their Government to agree to a chip. They added that
whilst countries like Estonia were able to verify their own drivers licences to the
database, there remained a lot of problems with foreign licence holders and the need to
be able to make checks with other databases. The UK highlighted the benefits that
EUCARIS could offer in this but agreed that it would be useful still if the police
officer in the street could make checks with other countries’ databases.
Ireland had concerns that if the security of the document was raised, it could increase
fraud at application level. The UK agreed that this was a valid point and explained
that requiring original identity documents to support an application for issue of the
photocard driving licence had helped to deter some fraudsters there.
Tour de Table – Would countries be interested in having access to electronic services
with a smartcard?
Netherlands felt it would be useful for changing vehicle keeper details. If certificates
were added to the driving licence it would be useful to broaden on line services.
Ireland – potentially it could be used in addition to EUCARIS/RESPER and provide
access to another country’s database.
Northern Ireland wondered if enforcers could have a hand held device to access the
database.
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Luxembourg said the will of the Government was to have access to more services, but
by using the identity card. A lot of Luxembourg residents are not born in Luxembourg
(approx. 150,000 go there to work) and they need access to services. However, it was
the identity card that was used to provide access.
Estonia confirmed that the ID card was used for access to databases.
Latvia said the electronic signature provided access to vehicle and driver records. It
was not a popular scheme e.g. signatures expire and some people did not renew. The
driving licence was not proof of identity and in Latvia that would probably remain the
case. They were more likely to have a separate ID card.
Sweden felt there was an issue that if the chip breaks, the driving licence still would be
valid but not usable for on-line applications. In Sweden there tended to be too much
trust in the person and sometimes an ID-check was not performed properly by
comparing the photo on the driving licence with the person.
Mike Osborne provided presentations on ‘Data Capture’ and ‘Additional Data’ that
could be stored on the chip. Jim Purves (Cabinet Office) provided a presentation on
access to the Government Gateway.
Conclusions
The chairman summarised that the purpose of the meeting was not to compel anyone
to issue a smartcard but to ensure that work to agree the standard was put in motion.
It was agreed that the UK would produce a report of the meeting.
It was also agreed that the way forward should be for the EReg Group to seek to
engage at Driving Licence Committee level, with a view to putting a proposal to the
EU Commission and request that a formal working group be set up to agree the
European chip standard for the driving licence.
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Anne Vandenberghe
(22/10)

Timing: start in 2011
(prototype of driving
licence); in 2013 this
new driving licence has
to be accessible for all
persons.

In the past, the
political level decided
to move to a driving
licence without chip.

Belgium

Not Attending

1.
Intention/Timescale

Country

Participant Views

TOPIC GROUP QUESTIONNAIRE

The idea was that the
driving licence format
would simply change
to a bank card format.
Belgians have an e-ID:
an electronic identity
card with chip. This
chip can contain a lot
of information on the
individual, even
information on the
driving entitlement.

2. Uses

3. Business
Benefits
Recently the political
level changed its idea
on the driving licence,
and it might be
possible (but not sure)
that we will introduce
a smart card driving
licence after all. This
possible change of the
initial plan might make
the implementation
quite difficult.

4. Issues /
Concerns

Other

ANNEX C

Gibraltar

(Heikko Kao)

Estonia

Gibraltar was in the
process of migrating to
a photocard driving
licence and wanted to
use the blank stock of
DVLA licences. They
were interested in
participating so they
would be able to use
the DVLA chipped
licence.

Yes but not in the
nearest years to come.
It may happen in
2011/2012

At first of course
driving licence data.
Additionally we have
considered adding
information concerning
owner’s right to drive
(restrictions,
withdrawal, and
suspension) and may
be data on health
status and blood
group.

In domestic level our
We have not discussed
enforcement
details yet.
authorities have 24/7
online access to our
driving licence
database. The main
efficiency we see in the
international level;
impedes use of forged
driving licences, and
use and exchange of
licences restricted,
suspended or
withdrawn in another
member state.
Gibraltar would want
to be able to generate
their own security
keys for the chip.

Sweden

Poland
Not Attending

(Juris Teteris)

Latvia

Sweden introduced a
new driving licence
quite recently with a
very secure
transparent feature.
They confirmed that
they had been pushing
for the chip
specification to be
agreed for quite some
time.

We intend to introduce
smart card driving
licence in 2013, in
accordance with the 3rd
Driving Licence
Directive

Sweden has recently
introduced a
requirement for a
person to have their
photograph taken
when they sit their
practical test to
prevent impersonation.

Both security and
driver records
(penalties, demerit
points) purposes

First of all, higher
security

Sweden agreed that the
smartcard solution
would need to be
future proofed. They
along with other
Member States had
difficulty upgrading
the security on the
digital tachograph card.
They were concerned
about what would
happen if the chip
failed as the driving
licence would still be
valid but would not be
usable for on-line
applications.

No evaluation made so
far.

(Liam Keane)

Ireland

Ireland intends to
introduce a smart card
licence. Work on
introduction will
commence when
specification for chip
is determined by EU
Commission

To hold other
information related to
driving.

Inter-agency access to
the information on the
microchip and use in
the field e.g. if person
passes a driving test in
another category the
potential of updating
this fact onto the
microchip at that
stage.Incorporation of
an Integrated Ticketing
system on the
microchip.

Whether because of
technological and
financial factors the
smartcard should be
printed centrally rather
than at each local
licensing authority.

Northern
Ireland

(Margriet de Haan)

Netherlands

The Northern Ireland
(NI) driving licence is
very similar to that
issued by DVLA.
There is a proposal
that in the future NI
work could be carried
out by DVLA, but this
is yet to be decided.

Yes, the RDW has
started with a business
information analysis.
When these results are
positive accepted and
the Dutch Government
is supporting a chip on
the Dutch driving
licence the RDW will
take the next step
towards realisation.

The driving licence can
possibly gain access to
other government
services that need a
high level of
authentication
Northern Ireland asked
if enforcers could have
a hand-held device to
access the database.

The driving licence can
facilitate the
enforcement processes

The driving licence can
help to improve the
electronic services of
the RDW

The Driving licence can
serve as extra
utilisation to reduce
fraud( e.g. to prevent
look a like fraud by
biometry)

The NI licence issuing
authority are not
equipped to deal with
increases in organised
crime, they need to
improve links with
Courts, enforcement
etc.

When the RDW
introduces a secure
chip on the Dutch
drivers’ licence that
can be used for RDW
e-services, a next step
following is possibly
application at
government services.

In a second stage we
see benefits in the
processes with related
organisations (mainly
data capturing).

The improvement of
electronic services
from the RDW.

Secondly we have any
concerns about the
European standard be
achieved in view of the
start the RDW already
made with writing a
business information
analysis and the
intention to implement
within several years.

We see an issue in the
durability of the chip.
The Dutch drivers
licence knows a
durability of ten years
and we want to keep
that unchanged.

Can other members
deliver data about
fraud and are they
capable to quantify
fraud on the drivers
licence?

(attending)

Luxembourg

GB

Security of the driving
licence has been
upgraded, but the UK
feels the best method
of security would be a
smartcard with
biometrics. DVLA
was keen to learn the
benefits that would be
brought by a smartcard
licence and agreed that
a specification needed
to be in place.
Luxembourg issue a
The will of the
paper driving licence
Luxembourg
but would be
government is to have
introducing a
access to more services
photocard in the future by using their identity
as required by the third card.
Directive. They agreed
that a microchip
specification was
needed and supported
the use of the ISO
standard.

No decision on
timescales.

Cost would be a factor
and they would also
need to influence the
Government that a
chip was necessary.
Luxembourg has only
0.5 million residents
and already has a
number of expensive
projects underway,
which a governmental
working group are
prioritising. Half of all
Luxembourg traffic is
non-residents and this
needs to be considered
when convincing
politicians of the need
for a chip.

The ability to
The availability of an
automatically capture
agreed specification
information held on the
chip

Detlef Marek

Germany

( Pekka Hiltunen)

Finland

Country

Finland has not
planned to move to a
smart card driving
licence in the near
future. Therefore we
haven’t studied any
benefits or concerns
about smart card
driving licences.
At the moment in
Germany there are no
plans to introduce a
smart card driving
licence. So there is no
more information
available yet
concerning questions 2
and 3.

Time

1. Intention/

Reading Members Views

N/A

2. Uses

N/A

3. Business
Benefits

I would like to
mention that a smart
card driving licence
will probably be more
expensive than the
current driving licence.
Further costs could be
caused by storing
additional data on the
chip and also in the
central Driving Licence
Register which would
make it necessary to
adapt the current
procedures and IT
applications.

4. Issues

However, we would
appreciate to hear
opinions of other
countries and their
plans about smart card
driving licences.

Other

Slovakia

Switzerland
Benno Ager

Luxembourg

Lithuania

Hungary

Attending now shown
as a participant
CH will make an
update on the existing
driving licence (DL)
which is made in credit
card format in the next
years. There is no
timeplan existing. If
smartcard DL or not,
has to be decided in
this future project.
Has to be decided in
the future project. As
additional data would
be possible only by
changing the law, there
would be also a law
project.

Technically possible
are many solutions.
This would be a
decision of the
political authorities.

There are standards
needed ( e.g. ICAO
standards)
The actual DL of CH
is unlimited valid.
With chip etc the
product will have to be
exchanged regularly.
This makes rising
costs.
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lead by
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The Swedish Ministry of Transport,
represented by the Swedish National Road Administration SNRA

and with participation from
− The DVLA of the United Kingdom
− Ministry of Transport, Public Works and Water Management the Netherlands
and RDW Centre for Vehicle Technology and Information, the Netherlands
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− TFK Transportforschung GmbH
The CEDLIC project was conducted with the financial support of the European Commission,
Directorate General for Transport, Unit B3.
Comments and expressions of support on the draft version of this report were received from the
following member states and duly considered: Austria, Belgium, Denmark, Finland, Germany, Italy,
Luxembourg, the Netherlands, and Spain.
The report documents the views of the working party. It does not reflect the formal views of the
individual member states that were represented in this group.
This report is also available in French and German. However, the English version is definitive.

CEDLIC - TOWARDS A COMMUNITY ELECTRONIC DRIVING LICENCE

CEDLIC
TOWARDS A
COMMUNITY ELECTRONIC DRIVING LICENCE

The voluntary introduction of a Community Electronic Driving
Licence (EDL) offers positive benefits for the members states and
their citizens while maintaining the principles of privacy and data
protection. The technology for achieving this already exists and the
current Directives pave the way for such a development.

•
•
•
•
•
•
•
•
•

The key benefits of the EDL can briefly be summarised as follows.
The EDL:
reduces the risk of licence fraud and abuse and helps to maintain road
safety standards
supports freedom of movement
complements rather than replaces existing driving licence
arrangements
would be voluntary and can be introduced at the member states’
convenience
enhances the security and privacy of driving licence data
would give member states the choice to add extra national functions
is innovative and opens the way to further technical advances in driver
licensing
improves the exchange of information to combat crime
is a convenient document for the citizen to use in the 21. century
The following report investigates all aspects of the EDL and concludes
that the above benefits can be achieved within the next few years
given the right support by the European Commission and the
individual members states.
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1 Executive Summary
1. Introduction.
The current Community Model Driving Licence enhances the freedom of movement of EU
citizens between member states. Further development of the plastic card licence by the
inclusion of a microchip in the card significantly increases its possible usage. It enables
security measures to be introduced that will benefit genuine licence holders and enforcement
authorities by combating fraud. It could also bring additional advantages such as the inclusion
of additional information on to the document.
2.

Summary of Conclusions.
This report investigates the introduction of electronic functionality for the plastic card
Community model Driving Licence.
•
A number of member states are interested in the introduction of an Electronic Driving
Licence, or EDL for short. An EU framework should be created that would enable the
introduction of an EDL on an optional basis for member states.
•

Current legislation on Driving Licences paves the way for enabling legislation for the
implementation of the EDL.

•

The electronic content of the EDL should reflect the written information. It can be
enhanced with functions which are unified throughout the Union but which are
implemented only by those countries wishing to do so. Also purely national applications
without requirements for harmonisation may be added.

•

Technology evaluations have led to the conclusion that the Smart Card, i.e. the
Community model Driving Licence in credit card format with a microelectronic chip,
provides the best technical platform for the foreseeable future.

•

An EDL improves the security of the licence, enables easy verification of its authenticity
with stand-alone inspection readers and via data communication, and improves the
information exchange between member states.

•

Security and data privacy requirements can be met.

•

Cost implications of the EDL are not considered in detail in the report. The issuing costs
will depend on the range of the functions of the EDL chosen and on the national system
at the time of its introduction.

•

The introduction of the EDL will require a degree of technological and procedural
adaptation by the authorities depending on the system they use at the time of the
introduction of the EDL.

•

As with any new Information Technology (IT) system the introduction of the EDL by the
authorities requires an open, comprehensible, and comprehensive information policy and
public involvement.

3. How this Report came about.
The EDL is considered by a number of member states to be a progression from the current
plastic card Community model Driving Licence. “...provisions to be adopted by the Council”
have to precede the introduction of “...any computerised electronic devices”1; i.e. national
implementations can only start after such provisions have been adopted. While the first
discussions and reports about the “Electronic Licence” go back to the late 1980’s, a working
party was formed in 1998 following the initiative of the Swedish National Road
Administration (SNRA) to start considering the Community provisions that will eventually
1

Directive 96/47/EC of 23 July 1996
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allow interested member states to issue an EDL. This report is the result of the detailed work
of this working party. The working party was led by SNRA with active members from the
United Kingdom and the Netherlands, partly financed by and with input provided by the
Directorate General VII (DGVII).
4. The Scope of this Report.
The report aims to provide an up-to date view on the benefits of an EDL, the organisational
and technical implications for the Union as a whole and for the individual member states. The
report is meant to provide guidance and support for the member states and DGVII. While care
has been taken to consider as many national requirements and aims as possible the report does
not imply that it holds a comprehensive European view on a detailed level. This has to be
established in further discussions, e.g. in the regular meetings of the EU licensing authorities.
5. The Introduction of Electronic Functionality.
Electronic functionality concerns the addition of automatically readable data to the
conventional driving licence. The outer appearance of the credit card shaped licence including
the information printed on it will remain the same, thereby enabling the EDL to function in
situations where no electronic reading devices are available. It is considered important to
establish a binding European framework enabling all interested member states to achieve
suitable implementations while maintaining compatibility throughout the member states.
6. The EDL is intended to be optional for member states to introduce. The report clearly assumes
that some countries - and for very different reasons - wish to introduce an EDL while others do
not, or perhaps only later. Hence all suggestions recognise the need to retain full functionality
of the printed document. In other words, it has to be possible to verify the genuine nature of an
electronic licence as well as that of any other valid EU driving licence.
7. The main Features of the Electronic Driving Licence (see chapter 3.1).
The electronic functionality on the driving licence makes the information electronically
readable. The information printed on the card is copied on to a microelectronic circuitry
(“chip”), allowing for comparison, and therefore verification, of the printed and electronically
held information. Information on the chip is in a format that allows easier and safer
communication with other electronic systems.
• The fact that information will be stored and read electronically does not change any of the
basic principles of the document and its functions or the ability to withdraw or revoke a driving
licence.
• If so desired, the EDL can hold additional information. Such data may be related to
harmonised international, national or even users’ proprietary functionality. Access to the
different parts or applications of such a card can be strictly defined and safeguarded.
8. The main Benefits of the Electronic Driving Licence (see chapter 3.1).
• The security (resistance to forgery and manipulation) of the driving licence will be enhanced.
This will increase confidence in the licence and add to its status.
• Driving licence data stored on the chip will be harmonised which will help to improve
information exchange between member states and the control of licences.
• Freedom of movement across the Community will be improved as the driving licence
information gained from the EDL can be read in the native language of the inspection officer.
• The EDL would make it possible to include additional functions without jeopardising the
security of the licence data.
• The option to add extra functions later would make the EDL more “future proof” and could
provide extra flexibility for national administrations in taking on new functions.
• The readability of codes and sub-codes is improved by providing the inspection officer with
the complete description of the relevant code.
9. The Evaluation of the Different Technologies (see chapter 6).
Investigations show that only a microprocessor based Smart Card provides a suitable technical
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platform regarding security, flexibility and costs. Alternatives such as magnetic stripes and
optical technology were considered but ruled out for security, capacity or cost reasons. In the
foreseeable future alternatives to the Smart Card worth considering are unlikely to become
available.
10. For many Smart Card applications and for the EDL the question “contact or contactless card”
is relevant. This report does not suggest a simple solution. Licence related applications and
compatibility requirements should be considered first and then the most appropriate
technology can be chosen. As technology moves on quickly this report does not focus on
(possibly short-lived) solutions.
11. Security Considerations (see chapter 4.3).
Many applications with high security demands have already been entrusted to the Smart Card,
so the EDL does not pose any new or insuperable security problems. In essence, once the
licence information is on the card, it is necessary to protect it from various kinds of
falsification, which is a standard task for Smart Card technology.
12. Functionality (see chapter 4.2).
It is useful to classify the data or applications on the EDL into three distinct groups. This will
provide a high degree of flexibility for member states to shape the EDL according to their
requirements while maintaining European cohesion.
•
•

•

Basic EU functions, i.e. all data that establishes the Driving Licence according to
Directives 91/439/EEC, 96/47/EC, and 97/26/EC
Harmonised functions, i.e. additional functions that may be implemented by some
countries only but that may be of international interest and that should therefore be
harmonised, e.g. ADR2 training certificates for drivers of vehicles carrying hazardous
goods and CPC (certificate of professional competence)
National functions, covering all functions that are additional to the basic licence and
specific to a country and that do not require alignment, e.g. a taxi driver qualification
scheme valid only in and for one particular member country. Private applications, added on
user request, could be considered if very high security requirements are met.

13. Implementation (see chapter 4.1).
Once a directive enables the implementation of an EDL, each state has to decide for itself if it
wants to introduce it. If it does so, it will have to implement the “basic EU functions”
according to the above definition. If it also wants to use functions that fall in the category
“harmonised” it will have to follow the defined sets of data. Within a framework of security
and privacy member states will also be able to implement further applications, i.e. “national
functions” with the basic functionality of the EDL remaining untouched. However, this would
lead to a more complex system.
14. Card Issuing and Administration (see chapter 9).
The administrative arrangements will have to adapt to the new technology to a certain degree.
It can be assumed that the current introduction of the credit card shaped Community model
Driving Licence has already had an impact on the administrations regarding issuing concepts
and security considerations. The additional changes induced by the EDL will be limited. Also
the issuing of the electronic tachograph Driver Card will afford a similar administration to that
of the EDL so that the experience gained with the Driver Card will be very beneficial.

2

Accord Européen sur le transport des marchandises Dangereuses par Route (European Agreement concerning the
international carriage of dangerous goods by road)
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2 Introduction
15. This report considers the relevant aspects of the introduction of the microchip. It is intended
to help member states and the European Commission define their position when considering
the introduction of the Electronic Driving Licence (EDL).
16. The driving licence according to Council Directive 91/439/EC is one of the first unified
documents in the European Union. Its introduction signals the will of the Union to provide its
citizens with means to achieve the level of mobility, which is one of the cornerstones of the
European policy. By the same token the new document provides a higher degree of security
than the many different licence models hitherto used in the Community.
17. The unified format also encourages more efficient and faster data exchange between member
countries’ licensing administrations to better serve citizens and to improve inspection while
fully maintaining data protection. The Directive also leaves room for the introduction of
additional electronic functionality of the Community model licence.
18. The latest Community model Driving Licence3 is already issued in the physical format of a
credit card in accordance with the global ISO 7810-1, ISO 7816-1 and ISO 10373 standard. It
is this very same physical platform that the EDL will be built on. The introduction of the
electronic data will not change the general layout of the licence, other than perhaps an area for
contacts for the microchip. Moreover, the Driver Card for the electronic tachograph and other
possible developments such as the proposed health card are examples of cards which are
relevant for transport and mobility to be issued in the same format. The similarities will go
beyond simple physical format, they will cover electrical, electronic, and most importantly,
application similarities making the Smart Card a very useful platform. The Smart Card is
already used for payment, public transport etc. so that the medium will be familiar for the
cardholder.
19. Sweden, being one of the states interested in the introduction of an electronic licence,
originated the project. This report was prepared by a working party chaired by the Swedish
National Road Administration. All member states licensing authorities were invited to
participate in the work and the following parties volunteered to participate actively:
•

DVLA of the United Kingdom

•

Ministry of Transport, Public Works and Water Management the Netherlands and RDW
Centre for Vehicle Technology and Information, the Netherlands

•

Ministry of Transport, represented by the Swedish National Road Administration SNRA

20. The project was conducted in close co-operation with the European Commission, Directorate
General VII, Unit B3.
21. The project management was delegated to TFK Transportforschung, co-authors of the original
document4 on which discussions about the electronic licence have been based. The project
aimed to consider the scope and limitations of a future electronic licence in the light of the
Council directive, while accounting for as many different national requirements and interests
as possible. Also the scope of state-of-the-art technology was considered. It was the explicit
aim of the participants to follow a pan-European approach while necessarily lacking specific
input from countries not participating in the work. It will thus be important to complete the
picture through in-depth discussions with these countries and their competent authorities.

3

according to Annex 1a of Directive 91/439/EC

4

“Feasibility Study of a Community Driving Licence on Electronic Card”, BEVAC, TFK-VTI 11/91
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22. This report is designed to be useful for decision makers as well as for experts of licensing
matters and electronic documents. The first four chapters provide a comprehensive overview;
the approach towards an EDL is described in chapter 4, covering the following aspects
•
•
•
•

Functions the EDL can fulfil and the data required to do so (chapter 4.2)
Security (chapter 4.3)
Privacy (chapter 4.5)
Compatibility with other electronic cards (chapter 4.4)

23. The remainder of the report provides a detail discussion of
•
•
•
•

Technology options(chapter 6)
The possible technical layout of the EDL (chapter 7)
Standardisation (chapter 8)
Cost/benefit considerations (chapter 9)

24. These chapters are more detailed and written for experts in their field, while care has been
taken not to be overly specific.
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3 Characteristics of an Electronic Driving Licence
3.1 The Benefits of an Electronic Licence
25. The essential purpose of driving licences is to be a basic tool for traffic safety. All drivers of
different categories of vehicles have to prove themselves qualified to drive. If there is any
indication of a deterioration of the holder's qualification in any of those aspects, the holder’s
right to be a driver should be questioned. The main function of a driving licence as a document
is to confirm a person’s right to drive certain types of vehicles. There must be sufficient
information on the driving licence to link it uniquely with an individual and to confirm that the
person presenting it is the one to whom it was issued. The minimum information required for
the driving licence is defined in the European Directives on driving licences 91/439/EEC,
96/26/EC and 97/26/EC.
26. Introducing a microchip on the driving licence improves security and makes the information
electronically readable. The fact that information will be stored and read electronically does
not change any of the basic principles of the document and its functions or the ability to
withdraw or revoke the driving licence.
27. The information printed on the card is copied on the chip, thus providing a better protection
against fraud and allowing for a verification of the two information carriers. When the
information on the microchip is read it can also be cross-checked against a register either
stored on the reader or transferred online from a register.
28. A communication network between the member states would improve the possibilities for
information exchange. The creation of such a network includes agreeing on data formats and a
dictionary of how data is to be understood. The specification of the EDL would make the
creation of such a network easier. Experiences about networks can be collected from e.g.
EUCARIS.
29. The data required by the Directive to be stored on the chip will be standardised. This will
further improve information exchange between the member states and thereby cooperation, e.g. control of licences from the other member states and control of licence’s
uniqueness before issuing a first or a replacement licence.
30. For the holder, the recognition and acceptance of the driving licence throughout the member
states is important. Due to the improved security the confidence in the licence will be higher
and the electronic means also facilitate readings in the native language of the inspection
officer. Also the readability of codes and sub-codes is improved by providing the inspection
officer with the complete description of the relevant code.
31. The basic function of the electronic driving licence will remain the same as for the existing
licence; to prove the identity of the holder and the holder’s right to drive a vehicle. Thanks to
the capacity of the chip further information can be carried, e.g. ADR training certificates
for drivers of vehicles carrying hazardous goods and CPC (certificate of professional
competence). Within certain limits, each member state can have the possibility to use the chip
for different functions suitable for their needs (given no interference with the driving licence
function). It is also possible for the member states to store national penalty points etc. The
management of other member states licences will be facilitated. The more secure
identification of the holder opens the possibility for a number of functions, e.g. means of
identification including automatic reading of holder’s identity.
32. The chip might also carry e.g. a key for electronic signatures, which enables identification,
e.g. in the Internet. In the future it can be assumed that several traffic safety applications can
be built with the electronic driver licence as a platform. This will sometimes require additional
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electronic functions on the card. However, additional functions on the chip would increase the
complexity of managing card issue, privacy and security.
33. The card as such is valid for the same purposes as the present document. If the electronic read
facility malfunctions the card could remain valid, but of course the electronic reading cannot
take place. It is up to the national authorities to decide under which conditions there is an
obligation to replace a defective card.
34. The technical lifetime of a Smart Card is limited and may be shorter than the administrative
validity of the driving licence in some member states today. This might require changes of
national regulations.

3.2 Characteristics of a Smart Card
35. This report discusses the use of a Smart Card with a microchip for the EDL. The Smart Card
suitable for a driving licence includes a microprocessor. With the Smart Card it is possible to
store, control access to, and modify the information.
36. A card operating system (COS) handles and limits the access to the information stored on the
micro chip making it possible for the issuer to establish who may read, write, delete or alter the
information.
37. To derive the information from a Smart Card a reader is needed. There are two ways for a
reader to communicate with a Smart Card depending on the type of card (contact or
contactless). The contact card must be inserted into a reader as it bears physical contacts. A
contactless card has no physical contact but communicates with the reader by radio
frequencies. This is possible due to a built-in antenna in the contactless card. The reading
distance varies depending on the design of the card and the reader.
38. The information on a Smart Card can be protected from unwanted access in several ways.
The card can hold a built-in security system, e.g. a pin code matching the access code, a
biometric identifier or a digitised signature. Another possibility is to employ authorisation, a
method requiring the card reader and the card to authenticate each other before granting access
to data. This makes it possible for the holder of the card to control who can access the
information.
39. The physical characteristics of the Community driving licence (see Directive 96/47/EC)
correspond with ISO 7810 and ISO 7816-1 (the size of a credit card). This is the size used by
most Smart Cards in commercial use today.
40. Smart Cards may hold more than one application. These applications may or may not be
interrelated. An EDL with a renewable ADR certificate is an example of interrelated
applications. While such applications are explicitly stored on the card (separate data for the
licence, ADR, etc.), cards may also fulfil multifunctionality implicitly. If, e.g. a Driving
Licence is accepted as a secure means of identity for Internet payments that would be an
additional and implicit function of the EDL.

3.3 Public Acceptance
3.3.1 Introduction
41. The introduction of an EDL requires (inter)national legislative and administrative changes. It
also requires the potential users‘ willingness to accept the new technology. From the users‘
perspective the new licence may be seen as a mere substitute for the existing Community
model licence - in itself a convenient document. Therefore there has to be some incentive to
request the new licence, because in some countries licences do not have to be regularly
renewed. What is more, the EDL has to be viewed as an acceptable and preferably, better
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alternative to the printed card model. This chapter investigates the aspects of user acceptance
with one focus on „rejection“ and another on „adoption“.
3.3.2 Possible Reasons for Rejection
42. The European Union‘s member states have very diverse cultural backgrounds and different
legal principles. There are e.g. very different attitudes towards administrative procedures. A
good example is the identity card, which would not be questioned by a German citizen while it
would be a controversial issue in the UK. In Sweden the driving licence is the accepted
identity document, while in many other countries it just serves to prove driving entitlements.
43. Any new act of the administrations therefore stimulates very different reactions in the member
states. The new credit card sized Community model Driving Licence has been well received by
the general public. It is handy and convenient, and in any case a driving licence is not a
controversial document; all it does is to convey its holder’s entitlement to drive certain types
of vehicles.
44. The EDL - like any electronic document - bears more conflict potential than the current
documents. Potentially it could contain information that the user cannot control. Theoretically
all sorts of data could be stored on the electronic part of the document that may put the holders
in an unfavourable light or that they would simply not like to be on their driving licence. The
reaction to the electronic document will be different between and within the member states. It
should be noted that outside Europe some major Smart Card systems were shelved or heavily
delayed because the acceptance problems were underestimated and the nature of the problems
was sometimes quite unexpected. It will thus be important to have an open information policy,
ways for the holders to verify the data content of the card and other supportive measures.
45. Another and perhaps more challenging aspect regards citizens‘ surveillance in a „big brother“
type of way. Indeed, any electronic document makes it technically easier to collect, transmit
and process data and threatens to provide the authorities with a glasshouse view of their
citizens. However realistic that danger may or may not be in democratic societies, it may well
become the most important problem of public acceptance. This has already been the case in
two States in the USA. The best way to counteract such difficulties is to have an open and
comprehensive information policy and public involvement. It is also important that the holder
of the card always knows all information held on the card and that holders should always give
their consent when information is asked for.
46. With the increasing use of credit cards, electronic purses, e-commerce, etc. citizens will be
faced with a hitherto unknown flow and accumulation of personal data. They will also learn to
better judge and counteract, where considered necessary, data collection and related usage. In
that light the focus on the authorities being only one of the many „collectors“ may fade and
citizens may become „information literate“.
3.3.3 Adoption of the EDL
47. The Community model Driving Licence according to annex 1a is a convenient document.
Why should a user opt to exchange such a document for an electronic one if he or she is not
required to? In particular in countries where licences do not have to be renewed regularly it
may take a long time to achieve a high level of take-up. Early technology adopters and prestige
seekers will only account for a small number of exchanges, most of the users will need to see a
special advantage if the introduction of the document is phased and non-mandatory.
48. If authorities are interested in achieving a fast introduction of the electronic licence they will
need to make an effort to „market“ the EDL by promoting such advantages. This will be fairly
easy in countries in which the licence fulfils additional purposes, such as serving as an ID
document. The higher security compared with the conventional document makes EDL a very
suitable identification medium; it may be accepted as a means of secure identification by third
parties. Thus users may be very willing to replace their licence, even at a cost.
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49. In countries in which driving licences are only used in case of a police inspection it will be
more difficult to convince users to replace licences on a voluntary basis. Such countries may
like to consider allowing additional functionality to be put on the card that users may find
beneficial. Also the „built-in“ high security and general prestige of the licence may evoke
additional usage where it has not existed before with or without additional electronic
functionality. However, it is difficult to foresee if the EDL will receive such a favourable
reception and it may be necessary for the authorities to actively promote the new document if
they wish to accelerate its introduction.
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4 Approach to an Electronic Community Driving Licence
4.1 Introduction
50. The transition to an electronic driving licence does not change the main principle of the
licence: to prove the holder’s right to drive a certain vehicle. However, the introduction of an
electronic facility opens up many new possibilities, which have to be considered when
deciding on the recommended solution. Four factors in particular will have a major impact on
the design of an Electronic Driving Licence system:
•
•
•
•

The information stored on the chip
Security aspects related to the licence and the data stored in the microchip
Privacy aspects
Compatibility with other applications using similar technology

51. Decisions related to these factors will affect cost, user acceptance, area of possible use and the
implementation timetable. Co-ordination between different on-going developments and
standardisation activities (e.g. Driver Card for the tachograph) may affect technical decisions
related to the Driving Licence. The introduction of a technology that might affect privacy is a
very sensitive issue. Acceptance is based on careful system design respecting such
requirements while providing clear and open information to the public. However, acceptance is
also subject to costs, and the adoption of an effective and robust technology, which is easy to
understand and use.
52. From the perspective of the issuing authorities the card must meet stringent security
requirements and it has to contain all information which the authorities consider necessary.
The life cycle cost of the card is also an important aspect.
53. It is evident that the requirements are sometimes contradictory and that the public as well as
the responsible authorities of the member states will have different opinions about the best
way to satisfy the objectives. The EDL as it is described in this report is based on maintaining
the legal framework and making use of state-of-the-art technical solutions; at the same time it
opens up possibilities for new methods of improving traffic safety and administrative
efficiency. Technology using uniform solutions is required. However, on a system design
level, there are possibilities for customising solutions for meeting national objectives.

4.2 Information and the Function of the Chip
54. The European Directives on driving licences (91/439/EEC, 96/47/EEC and 97/26/EEC)
specify what information the driving licence should contain. If the same information is stored
on the chip it will be possible to cross check the two types of information and thereby obtain a
higher security. To achieve even higher security it is possible to crosscheck the information
with registration data either stored on the reader or transferred online from a register.
55. The fact that the information defined in the directives is stored on the chip does not allow the
option to remove it from the printed part of the card since the introduction of an electronic
driving licence will be optional not mandatory. Driving licences with and without a chip will
co-exist in the individual states and within the European Union (c.f. the present situation with
the credit card sized driving licences).
56. Due to the capacity of the chip more information than currently defined in the directives can
be carried on the driving licence. However, any further information will not be allowed to
interfere with information defined in the directives. It is advisable to define different classes of
functions. The following classification is suggested:
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basic EU functions
(mandatory)

additional functions
(optional)
harmonised functions

national functions

Figure 1: Different classes of functions
57. Basic EU functions are equivalent to the information specified in the Directives and have to
be stored on the chip. It should be noted that the information stored electronically could be
made more comprehensive than space permits for printing, but it should never be in conflict
with or raise any doubts about the printed information.
58. Any other information is called additional functions. The additional functions are not
allowed to interfere with or influence the basic function. The additional functions are divided
in two groups: harmonised functions and national functions
59. The harmonised functions are standardised functions to be used optionally and the national
functions are specific to each country.
60. With this approach each member state gains flexibility within the framework.

Number Element description
Name of the state issuing the licence
Sign of the member state
1

Surname of the holder

2

Other name(s)

3

Date and place of birth
Alternatively : Date of birth and place of birth

4a

Date of issue

4b

Date of expiry

4c

Name of issuing authority

5

Licence number

6

Photo

7

Signature

9

Categories of vehicles

10

Date of issue per category

11

Date of expiry per category

12

information/restriction in code form per category

Table 1: The basic EU functions5
61. The format of the basic EU functions and a more detailed description of the additional
functions e.g. ADR training certificates for drivers of vehicles carrying dangerous goods and
CPC (certificate of professional competence) follows in chapter 7.

5

The numbering of the different elements corresponds with directive 91/439/EEC, annex 1a.
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4.3 Security aspects
4.3.1 Introduction
62. For the purpose of this report security encompasses all matters regarding the safe production,
personalisation, issuing, and field usage of the EDL. In the electronic arena security is not a
static matter. Pre-emptive improvements are implemented to fight potential new threats all the
time. Such improvements can address any of the above mentioned areas. A good design
assures that security threats will not result in the complete system being compromised. The
effect of successful attacks must always be very limited and any necessary re-active
improvements can be expected to be marginal.
63. The security of the Smart Card has been publicly debated after the occurrence of some
problems, primarily with first generation telephone and pay TV cards. One-way telephone
cards were made re-loadable while TV cards were copied. However, the Smart Card is
significantly safer than any other document issued at the moment. It is probably the unrealistic
belief in total security that has caused public attention. In reality the security records of Smart
Cards are very good, even in such critical areas as cash substitute (electronic purses) and high
security identification.
64. However, security has to be paid for. The cost of the card itself does not depend much on the
level of security to be achieved, but the administrative costs for introducing and maintaining
the security management, do.
65. This chapter of the report does not cover all details of security, which is part of the system
design to be carried out at the time of implementation. Instead, it outlines the areas relevant for
consideration and the impacts on the card itself and on the issuing process. It also discusses the
question of access to the data, which is borderline to privacy, but also a security matter from
the perspective of the cardholder.
66. In the simplest case a card is written to only once: technical means make it impossible to ever
change the content. The issuing authority writes the content on the card and from there on the
data can never be changed. While this concept limits flexibility it allows for a very secure,
low-cost implementation.
67. If an electronic driving licence provides more than the basic information as printed on the
outside, such as renewable validity dates of special permits, it will be necessary to employ
more advanced applications, access schemes, etc. The system then becomes more complicated,
but card technology is not a limiting factor.
4.3.2 Security Elements of the Smart Card
68. There are four principle elements which together comprise the card’s security:
•
•
•
•

The physical body of the card
Semiconductor technology (the chip)
Software
Application

69. These elements are layered, they have to be carefully interwoven and no gap left. A high level
of security can only be achieved if all constituting elements provide adequate security.
70. The physical aspects concern the appearance of the card. They are essentially the same for
conventional and for Smart Cards. It is important to implement enough physical security
features on an EDL so that manual inspection will still be possible with the present level of
security.
71. Semiconductor technology security is an area in which technology experts are fighting
inventive and well equipped criminals. Some earlier security breaches (e.g. regarding the
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stored value telephone card) have taught the industry important lessons. Today attacks on the
chip (i.e. attempts to forge, duplicate and gain information from it) still have to be taken
seriously, but manufacturers can meet very high security requirements. From an implementers
point of view it is only necessary to define a required security level which the industry has to
meet
72. “Software” refers to the system that controls and operates the card. It provides the means to
access data and to protect it. This operating system can be designed in such a way that
manufacturers do not have to know the specific and security related elements of the customers’
implementations while the customers are not concerned with card specific software elements.
That way the authorities can maintain their levels of security independently from the
manufacturers and vice versa.
73. On top of the other layers the application constitutes the functionality that is required between
a card and a reading device, in our case the EDL. The application has to build on all lower
layers of security, e.g. the authenticity of a card, before interpreting its data. Security thus
works in an integrated systematic world, of which the user sees, at most, the top level, in
which e.g. identification codes are exchanged.
4.3.3 The Card Issuing Cycle
74. Chips are delivered as blanks that have to be personalised after being embedded into the body
of the Smart Card.
75. Threats primarily relate to “information buying” and other conventional criminal activity that
is not specific to electronic documents. While the theft of blanks of paper/plastic documents
poses a severe threat, electronic blanks are useless without significant additional knowledge.
The issuing cycle can therefore be considered very safe. There is, however, one significant
difference to conventional media. The theft of such documents poses a threat that is limited to
the number of documents lost while with electronic documents care has to be taken to limit the
overall effect on the system. Also paper/plastic card falsifications may be visible while a
successful breach of electronic system security may be more difficult to detect. Generally
speaking however, it is easier to forge paper documents. The combination of advanced printed
media and electronic security promises to enhance overall security significantly.
76. All in all the issuing cycle can be considered very safe and it has been proven in a number of
high value, high security applications with very large card volumes. The issuing of cards for
such applications is normally centralised or spread over very few different physical locations:
A more centralised issuing cycle would also be beneficial for the EDL.
77. To achieve a high level of security across all member states intending to issue EDLs,
procedures and products should be homologated. This process should be based on the security
framework and minimum EU wide requirements yet to be defined.
4.3.4 The EDL Usage Cycle
78. Once the cards are issued they have left a well controlled process and they are open to
different types of attack. Criminals will try to break into the electronic part of the document to
change records. They will also attempt to use other than the original chips and program them
in such a way that they work just as genuine licences. Another attack is to mimic and thereby
duplicate a licence. Added to this, all conventional attacks (manipulation of the printing etc.)
have to be considered.
79. The attack/response scenarios are well known and they are openly discussed6. Many of the
attacks have been theoretically identified, considered and pre-emptively counteracted even
though they have never been detected in practice. That way the development stays one or two
6

e.g. W. Rankl, W. Effing: Handbuch der Chipkarten, München, Wien 1999
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generations ahead of fraud and most of the theoretical attacks e.g. duplication of real licences
and substitutions with other chips can be safely excluded. If an EDL is limited to read-only
functionality (e.g. extension of validity) and if it does not bear any additional functionality
then the remaining threat is indeed negligible. Member states insisting on maximum security
may prefer this option.
80. The core element of security is the verification of the uniqueness of the card and the data
contained therein. This verification is undertaken each time an interaction with a card, (a
session), is initiated. Put simply the card and the reader introduce themselves to each other.
This is done through a shared secret, called a key. A key is a string of characters. It is applied
with a specific algorithm to a random number that the reader challenges the card with. The
thus calculated data is transmitted to the reader, which verifies that the card has used the
proper key. This way the reader knows it is communicating with a genuine card.
81. In a next step the card challenges the reader to verify its authenticity. For the rest of the uninterrupted - session it can be safely assumed that communication takes place between
trusted devices. Authentication is the key to knowing if a card or a reader is trustworthy or not.
82. The largest threat to the system integrity and trustworthiness exists where the cards and the
readers are left prey to attacks without ever verifying and increasing system security. In other
words, security is not only a moving target, it also can be best supported in a system context. If
readers communicate with back-office computer systems (e.g. licence databases) irregularities
can be detected, analysed and, where necessary, counteracted much more easily.
4.3.5 The Cost/Security Perspective
83. Although it is temping to ask for the “highest possible security level” one has to be aware of
that this may cause high costs and complications. Very high security has implications on the
cards, the software, the applications, the readers and the key management system.
84. What one looks for is adequate security, which is always specific to an application, and this
has to be defined for the EDL. For the EDL “adequate” will be a low threat rate at reasonable
hardware and administration costs. Effectively a balance of diverging elements. Security levels
(security targets) will have to be defined by the individual members states while meeting or
surpassing the minimum EU requirements. In any case the level of security of an EDL will be
considerably higher than that of the conventional document.
85. The followings are a few elements of this consideration, based on an ascending security
approach.
86. Level 1 security requirements:
None or simple authentication (see 4.3.4) requires only a basic security system with few
checks on system integrity. Stand-alone handheld readers require no data communication
capability. No special card requirements regarding security implementation.
87. Level 2 security requirements:
Key management is designed to withstand powerful attacks on all levels. Costs increase
primarily due to the security management and the safeguarding of electronic keys. Readers
should have update facilities for new key generations etc., which will make them more costly.
88. Level 3 security requirements:
Specific customised Smart Card models that are less likely to be understood and manipulated
by criminals. Such cards would bear a high cost implication. Design of readers may be
affected. Life cycle of cards kept to a few years to always stay ahead of attacks.
89. As can be seen from the above classification there is a wide range of security available to
implementers. The EDL system design will have to define minimum EU security targets to be
met by member states and they are likely to be in the “level 2 security requirements” area.
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4.3.6 Life Cycle Considerations
90. In some member states driving licences have to be renewed regularly. The EDL may be
designed in such a way that the information that is stored electronically could be changed, e.g.
to extend the validity of the licence; Written and electronic information would then no longer
coincide. This would make inspections without an electronic reader difficult. Also the value of
the security element of cross-checking the two elements printing vs. data on the chip would be
limited to fewer data elements. It can thus be said that technically the licence could be made
renewable, but that this option would pose a number of practical problems.
91. In any case cards have a limited life expectancy which depends very much on the usage,
storage and how well they are taken care of. It appears to be sensible to synchronise the life
cycle of the card with the re-issuing frequency in member states, such as 5 to 10 years. This
would also be a useful time span for security upgrades: new cards would bear new security
features both on the face of the card and on the chip. Cards can bear a number of key
generations. That way during the normal life of a card different keys can be initiated. This is a
means of improving security without the need for replacing a card during its nominal life even
if one key should be discovered by criminals. In member states maintaining a licence-for-life
policy a card renewal cycle has to be found which considers both the technical life of a card
and security aspects.
92. At the end of the life cycle the electronic part of the card could shut itself completely and
irreversibly off if inserted into a reader after its validity has expired. This could, however, be
dangerous if the clock system in a reader was set to a wrong time, as cards do not have a realtime clock on the chip. Thus the electronic element could, be safely disabled together with the
physical licence, although this appears unnecessary as the validity date would always indicate
the expiry. Current rules in the different member states could be maintained and expanded to
the electronic part of the licence
4.3.7 Recommendations
93. The considerations of the security aspects of the EDL lead to the following recommendations:
•

The Smart Card is a secure media. Together with the security features of the Community
model paper/plastic Driving Licence a very trustworthy, safe document can be achieved.
There are no significant differences in the security of contactless and contact Smart Cards.
To remain secure the security measures will have to be continuously monitored and
improved as necessary.

•

Security is a matter of system thinking: All components and elements together are part of a
security framework. Such a framework needs to be developed based on the security targets
defined in a future directive.

•

There is no absolute security. In the system design phase security targets have to be
defined for the EDL. These targets provide the basis for an implementation that will meet
the requirements.

•

Member states will need to meet the stated security targets of the overall security
framework as part of the enabling legislation, but they should be free to define higher
targets for their own national implementations.

•

The final delivery of the EDL to the holder can be undertaken as today, but for security
reasons the centralisation of critical phases (e.g. the personalisation of cards) is preferable.

•

If a basic EDL system with limited complexity of the security is sought, a single
application (“licence only”) and read-only card (no later changes or updates) should be
chosen.
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4.4 Compatibility with other cards
4.4.1 Introduction
94. The EDL will be positioned in an existing world of national and regional licence databases,
communication networks etc. with which it has to interact. The EDL should therefore be
aligned with such systems to allow easy interaction. It will be a core requirement that all
EDLs issued inside a member state and across the Union will be fully compatible. This
includes all inspection readers and any readers installed for members of the general public to
check the content of their EDLs.
95. The EDL should also be compatible with other systems. If, for example, car rental companies
can read the data from the licence with the holder’s consent this will make the licence a more
useful document for the holder. As the data retrieved will have become part of a contract all
parties involved have to be sure, that the data can be read and interpreted properly. This is a
matter of compatibility.
96. There are three areas of compatibility that have to be considered:
•
•
•

Application
Card interface
Functionality and Communication

Figure 2 is a simplified illustration of the areas of concern.

Card with
Card with
other
EDL
application
application

Card with
EDL
application

Card with
other
application

Card
Interface

Card
Interface

Card
Interface

Functionality
and
communication

Functionality
and
communication

Functionality
and
communication

Communication with back-office computer systems

Figure 2: Illustration of different compatibility aspects
97. Application related issues regard the possibility of one card to support, substitute or enable a
function that it was not originally designed for. In the case of the EDL it is important to make
sure that the licence data is formatted in such a way that the Smart Card Driving Licence can
communicate with e.g. the national licence database easily.
98. Functionality and communication issues primarily regard the possibility to use the same
kind of readers for different cards, e.g. if the same type of authorisation and inspection units
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(readers) shall be used for the Driving Licence and other cards. For the purpose of the EDL
the most closely related applications in terms of usage and data content, i.e. the professional
Driver Card and possibly the Health Card should be considered with priority. This chapter
highlights areas of compatibility that have to be taken into account when designing the EDL,
while chapter 7 investigates the implications of other cards and applications in more detail.
99. The card interface differs if the EDL is a contact or a contactless Smart card.
100. Many aspects of ensuring compatibility of the EDL with other cards can be achieved through
standardisation.
4.4.2 The Role of Standardisation, Application Clusters
101. Smart Cards are standardised on many levels, e.g. physical characteristics, electrical
parameters, communication protocols, security implementations, etc. Standardised does not,
however, mean “completely compatible” in the sense that any card could be read and properly
interpreted by any reader and further processed by another system. This is neither possible nor
useful, because different applications require different card and system layouts. A disposable
telephone card will e.g. be geared towards a low price per card, while an electronic purse for
public transport will have to be both secure and fast in its transactions - at a price.
Incompatibility also exists because card concepts have developed in an open market and quite
heterogeneously with a quickly evolving technology and market.
102. Any new system therefore has to look out for other ones it is akin to. Clusters of systems can
be identified in the market: Payment systems with electronic purses have an affinity to public
transport, a (future) vehicle registration document will be close to vehicle life-cycle and
service applications and cards. Efforts are made to make systems compatible within these
clusters of Smart Cards, devices such as card readers and applications.
103. Modern concepts in standardisation enable such compatibility. The underlying principle is to
standardise where useful or necessary and to harmonise on levels that are important for
compatibility or interoperability. Outside such areas there is no need for uniformity.
104. The influence of other systems can encompass the following aspects.
•
•
•
•
•

Different cards have to be read by the same type of reader.
Different cards have to be used for one and the same functionality.
One card has to provide functionality in more than one system.
Different back-office computer systems have to interact with one card.
One back-office computer system has to interact with different cards.

105. Essentially the tools and standards are available to produce compatible cards and applications.
However, a high degree of compatibility has to be paid for, e.g. through complicated software
and usage of more memory capacity. As will be seen in the remainder of this chapter the focus
has to be on establishing the appropriate level of compatibility with acceptable efforts and
costs.
4.4.3 Smart Card Application Influences
106. An obvious example of compatibility for the Driving Licence is the use of the EDL as a
temporary substitute for the commercial driver’s tachograph Driver Card. If the Driver Card
fails, a driver could identify himself to the tachograph unit with the help of the EDL. In this
example only basic licence data as defined in this report is utilised, there is no additional data
or application required. Likewise an electronic vehicle door key, an electronic ignition key,
access control, etc. can be employed without any additional data on the card.
107. Note that these examples envisage third party systems utilising the EDL. In theory the
designers of the EDL could leave the compatibility question to these third parties and they
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may indeed do so for commercial applications while actively seeking compatibility with other
administrative systems.
108. The above examples are also passive from the licence’s perspective: data is read from the
EDL outside its nominal usage. In this case the card reader and the application “requesting”
data from the EDL have to know how access to the EDL is legally and technically possible
and how the data is organised.
109. The opposite is true where the Driving Licence application itself is “seeking support”, such as
the cardholder reading all his licence’s data at a public reader. The designers of the EDL are
advised to support such envisaged applications through appropriate design. Not all such
applications have to be anticipated and in any case not to any detail. “Appropriate design”
regards the principal layout of the EDL and the coding of the data.
110. The most important consideration regards the data itself, its “meaning” and representation.
The content of the data has to be looked at in detail, while the more technical aspects of
representation are sufficiently covered, in particular through the utilisation of ASN.1 coding7
(see also the following chapter).
111. The influence from other applications is therefore primarily on a fairly detailed level: groups
of data and individual items of data (data elements). To be open for current and future
interaction only a small number of such data elements need to be considered:
•
•
•
•

Names of the holder
Personal identifiers (birth related data)
Administrative information and identifiers (nationality, document numbers)
Location information (place of residence), an optional element of the Community model
licence

112. Alignment has to take place with other cards or card systems containing such data. This is not
trivial but in reality a painstaking process of mutual understanding and fine-tuning. The aim is
to make the data useful for the cluster of applications envisaged and to avoid any ambiguity.
4.4.4 Functionality and Communication Influences
113. These aspects are particularly well covered by standardisation. The identification of a cluster
of cards, devices and applications to which the Driving Licence shall belong will make it
possible to position the new card in a domain where it can be operated without problems. This
regards the ability to read from the card, to write to it (if so desired), to share infrastructure, to
use readers for different cards and to exchange data with other devices or back-office systems.
Shared infrastructure may e.g. cover issuing devices, public readers, portable devices, and the
electronic tachograph.
114. Security may require special implementations on a software and hardware level. Stationary
readers in the public domain may have to cope with different security systems or high security
requirements. Such demands are often fulfilled by physical Secure Application Modules
(SAM) and the manufacturers provide their readers with room for a number of SAMs which
allows for flexible handling of different systems, even to the extent of adding new applications
and SAMs later.
115. Portable readers, which will have to be acquired in large numbers by the inspection
authorities, are restricted in software capabilities and in housing physical modules. Also the
costs would be prohibitive if these devices were made too complicated. The prime

7

Abstract Syntax Notation One: Standardised way of describing high-level data protocol information, a key element of
Open Systems Interconnection (OSI)
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considerations regarding technical influences should therefore focus on the portable readers,
as their support for different card systems will be quite limited.
116. The way the data is structured on the card and how it is coded is also very important.
Advanced cards provide a tree structure, comparable to the file structure on personal
computers. Data is organised in different branches of the structure and freedom exists as to the
format and access of data. The term “format” concerns the way the data is coded and how the
card operating system or COS (comparable to a personal computer’s disk operating system)
can identify and decode the required data. The introduction of ASN.1 syntax (Abstract Syntax
Notation One) for the coding and transmission of data between card and reader has ironed out
many incompatibility problems. ASN.1 is thus a preferred tool for compatible Smart Card
design.
117. Some incompatibility exists between different cards and card operating systems, requiring a
detailed analysis of how different card systems can interact with different reading devices.
However, this is not a major concern as long as the third party card systems considered have
been deployed in the last few years and adhere to the basic sets of standards regarding card
parameters, communication and preferably ASN.1 coding. The influence of such operating
system induced problems is then limited to the amount of work necessary to achieve
compatibility.
4.4.5 Card Interfaces
118. This interface concerns the way cards exchange data with the outside world: with or without
contacts. A dedicated reader for a contact card can only read contact cards, a dedicated
contactless reader only contactless cards. Combi readers for both types of cards are more
complex and they are therefore currently more expensive. In some environments they are not
desirable, e.g. because they become too big or too expensive to acquire and maintain or
because they consume too much energy (on-board equipment of vehicles). Generally speaking,
though, they can resolve compatibility problems. If, e.g. no agreement on the use of either
contact or contactless cards can be achieved across the Union, then combi readers for
inspection purposes could be used to read both types of cards.
119. The influence from other cards that have to be used in the same technical environment as the
Driving Licence and vice versa is obviously an important decision factor. Assuming that the
tachograph can only read contact cards and if reading of the EDL is required as a temporary
substitute of the Driver Card or for licence inspection then the Driving Licences has to have
contacts.
120. The Driver Card is the most obvious candidate for compatibility consideration.
Administrations would be well advised, though, to also look at other applications of the EDL
outside the nominal domain to support its acceptance by the public (see chapter 3.3.3). For
many of the more transport related applications of the EDL contactless cards will be more
appropriate e.g. access control, vehicle access. For others the contact question is less relevant
e.g. E-commerce, verification of user identity, identification for car renting.
121. The support of some of these functions may well be in the jurisdiction and decision power of
the national authorities, albeit within the European EDL framework. Some countries may want
to enable many functions and thus prefer contactless cards. Others may opt for a simple
solution with little consideration for additional usage and therefore prefer the contact card. In
that case countries could be permitted to issue combi cards which would fulfil the agreed
security and privacy requirements while opening the door for additional applications of the
EDL.
4.4.6 Recommendations
122. The discussion of the various influence factors has led to the following recommendations:
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•

To define the appropriate level of compatibility the cluster to which the EDL belongs
should be identified. Existing and emerging other cards, proprietary devices (e.g.
inspection readers) and third party units (e.g. tachograph, public terminals), databases, etc.
and their utilisation should be considered.

•

Based on such an application cluster the compatibility of card applications, the interface of
the card with the reader and the functionality and communication of the reader can be
specified.

•

As the EDL will be one of the early governmentally issued Smart Cards it may lead the
way and leave some of the compatibility work to cards following suit. Therefore the EDL
should depend on standards as much as possible and the ASN.1 coding should be
employed.

•

A prime consideration should regard the portable inspection device, which is likely to
become a mass-produced low-cost unit. The portable reader should not be burdened with
too much complicated software to achieve compatibility, but instead compatibility should
be a design principle throughout the EDL system.

•

It will have to be an early consideration which applications and readers the EDL shall be
compatible with and whether a contact card or a contactless card will be required? If more
freedom is required then either type of card could be made mandatory with a combi card
made optional for member countries wishing to support more applications.

4.5 Privacy
4.5.1 Introduction
123. National rules and legislation vary widely. To avoid any conflict of laws, enabling legislation
will have to be compatible with the provisions of Directives 95/46/EC and 99/37/EC. See also
chapter 5.
4.5.2 Duty of Confidence
124. Individuals providing data do so under a duty of confidence. They therefore have a legitimate
expectation that the data provided should not be used for purposes not related to the
administration of driver licensing.
4.5.3 Information Held
125. It is possible, with the data subject’s consent, to find solutions respecting both efficiency and
legal restrictions.
126. Statutory bodies such as a government department must however be careful to ensure that
there is true consent on the part of the subject.
127. If licensing authorities have access to each other’s basic driving licence information fraud will
be easier to prevent. Access to any additional function, whether it is a harmonised function or
national function will be a more sensitive issue and the access approach must be examined
128. Depending on how it is organised in the different member states it can be assumed by looking
at the current practice that the licensing authorities will be the data controllers. As such they
will be responsible for the accuracy and currency of all personal data held.
4.5.4 Access
129. The topics of security, access and privacy are closely connected. Security measures can be
used to protect the holders’ privacy by means of a good access policy.
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130. If a card contains data other than the basic licence functions, only authorised inspectors and
administrations should be able to access that information. Perhaps some of the data should not
be seen by employers, enforcement members from other EU states, etc. Medical information is
sensitive information but might be needed for police/medical services in case of accidents.
This is also the case for information about next of kin or a point of contact. All data on any of
today’s Smart Cards can be grouped in such a way that access to such groups is controlled and
will only be granted to authorised units/persons. Secure access can be implemented with
almost any granularity, although practical limitations occur with chip memory capacity
restrictions and an overly complex key management system.
131. There are different possibilities for secured access (see also figure 3).
•
•
•

Authorisation as described in chapter 4.4.3. Only readers with an appropriate electronic
key can access the data. A secure method, under the authorities control, of preventing the
unauthorised reading of the data on the card.
PIN codes. A user defines a code with which access to data is enabled. This
implementation leaves complete control to the cardholder. It implies that a cardholder
could refuse access to both unauthorised and authorised persons.
A scheme with a mix of both approaches could be implemented. Users could control
access by third parties through the PIN code, e.g. for commercial usage. Authorities could
override this protection with an electronic key, which would authenticate the inspection
reader to the card. The card would then grant access to that part of the data that the
respective reader is entitled to.

132. If access to data is protected by a PIN code known only to the user and if such data need to be
accessed by the authorities rules have to be set up of how access can be enforced.
133. Companies in the private sector may have legitimate reasons for wanting to check an
individual’s licence. These companies ask for sight of a driving licence. Employers request
information about employees who drive vehicles to ensure they have entitlement to drive
particular categories. Similarly, car hire companies need to see driving licences as evidence
that the hirer is the holder of a licence and has the correct entitlements. It is questionable
whether private companies need access to readers at all. If information on the licence is
considered dubious – suspected forgery for instance – it is possible for information to be
obtained from the licensing authority providing the person to whom the data relates has given
prior consent (this depends on national legislation).
134. A special situation exists where contactless proximity and vicinity cards are used, which
communicate over an air interface. These cards would allow obscured readers (e.g. in
shoplifting detector frames) to retrieve data unnoticed if no special precautions are taken. If
authorities should opt to introduce such cards they would be well advised to protect the
cardholder from such unintended reading. One way would be to authenticate the reader,
another to introduce a pin code protection scheme. In the first case the manufacturers would
require security elements for their card readers to be able to access the secured cards. The
authorities controlling the EDL implementations would, however, not permit the acquisition
of the specific security element for such implementations; unintended reading therefore would
not be possible. In the second case, the user’s consent would be required through the act of
typing in the PIN; this would however make the application slower.
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Open access

Open
access
possibility to
be defined
by EU
legislation

Authorised
readers only

Restricted
access to
be defined
by EU
legislation

Specific
national
functions

PIN code

e.g. private
applications
on user
demand

Figure 3: Access types to applications

135. Alternatively there are protective sleeves that the card can be put in. The holder would thus
know that his or her card would be deactivated as long as it is in its cover. It would have to be
seen if such a measure would be acceptable in the Union.
136. Supporting the user requirements will be a delicate task. It will be most important to introduce
a useful and reasonably simple scheme that does not put too much burden on either the system
or the user. Cardholders should have full knowledge of what is stored on the card and how,
and by whom, data can be retrieved. Such knowledge does not compromise security but
supports acceptability.
4.5.5 A Wider Remit
137. If the EDL is to have a wider remit, the associated data protection problems will increase. It is
a data protection principle that data held by administrations is not excessive for the purpose.
Capturing information under the guise of driving licence information, but which has nothing
to do with driving licensing, is a breach of these principles.
4.5.6 Recommendations
138. The considerations of the privacy aspects lead to the following recommendations:
•

To prevent fraud the licensing authorities should have access to each others’ basic driving
licence information or at least an efficient system for exchanging information.

•

Access to any additional function, whether it is a harmonised function or national function
will be a sensitive issue and access should not be generally available while the data subject
is resident in a different member state unless in the interests of/agreed by the data subject
and covered by (inter)national legislation.

•

Changes or amendments of basic EU functions require production of a renewed licence
since both the stored and the printed information have to be changed. This is in accordance
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with the existing directives. Only the issuing licensing authority in the holder’s country of
residence may produce an updated licence.
•

If private sector companies are to have access to readers, a useful security feature would
be a Personal Identification Number (PIN). Information, on the chip, could only be
accessed when the data subject provides consent by keying in his/her own PIN

•

To protect cardholder privacy, access to the data should be governed by verifying the
authenticity of card readers or through PIN codes.
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5 Legal Basis
5.1 Present Legal Basis
139. A number of different legal documents are of interest for the electronic licence; driving
licence directives on the community level, international legislation on driving licences and
legislation from other areas.
5.1.1 Driving Licence Directives - Community Level
140. For the Member States the Council Directive on driving licence (91/439/EEC) is a
supranational legislation which means that they have the obligation to adhere to the rules and
formats set by the Directive. The present European models for driving licences are defined in
Annex I and Ia of the EEC Council Directive 91/439/EEC (which has been amended by the
Directives 96/47/EC and 97/26/EC). One model (Annex I) is the paper model and the other
model is the plastic card (Annex Ia) that was introduced in 1996 (Council Directive
96/47/EC). The driving licence is a national document that must be in conformity with the
rules set by the aforementioned Council Directive (article 1, paragraph 1).
141. Article 2 of Council Directive 91/439/EEC gives further general guidelines with regard to the
document. The most important guidelines for this paper are article 2, paragraph 2 and article
2, paragraph 4 of the Directive. The first article states that the Member States should take
every precaution to prevent the counterfeiting of the national driving licence document. The
second article states that no electronic information may be placed on the national driving
licence document (no chip or other facilities to electronically store information on).
142. In the Annexes I and Ia the requirements to which the current European model driving
licences should adhere to are written down.
143. The current Council Directive needs to be amended/changed in order to make it possible for
Member States to put a chip (or other information storage device) on the driving licence.
5.1.2 Related international legislation on driving licences
144. Besides the Council Directives 91/439/EEC, 96/47/EC and 97/26/EC there are two
International Conventions that issue rules with regard to national driving licence documents.
These rules are however, not obligatory for the Contracting Parties. If however, a Contracting
Party has a driving licence that has been made to the specifications of one of the
aforementioned Conventions, other Contracting Parties should recognise the document as such
and make it possible for the holder of the document to drive a vehicle (to which he is entitled
to drive) in international traffic (for a maximum period of time) on the territories of the
Contracting Parties without the requirement of a practical and/or theoretical exam before
receiving the permission to drive.
145. The first Convention is the Geneva Convention on Road Traffic of 1949. In Annex 9 to the
Convention a paper model driving permit is shown. The second Convention is the Vienna
Convention on Road Traffic of 1968. In Annex 6 to this Convention a similar driving permit
model to that in Annex 9 (1949) is shown.
146. As mentioned before, the models and their requirements written down in the two
aforementioned Conventions are not obligatory for the Contracting Parties. This makes it
possible for the European Community to set different rules and requirements for the European
model driving licence(s) without having to go into a legal argument as to which legislation has
precedence over the other.
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5.1.3 Related Legislation from Other Areas,
5.1.3.1 Data Protection
147. Within the European Community there is a Council Directive (95/46/EC) on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data. This Directive is applicable to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system (article 3,
paragraph 1 of the Directive).
148. Article 3, paragraph 2 of the Directive tells us when the Directive is not applicable. This is the
case when:
• it is done in the course of an activity which falls outside the scope of Community law;
• it concerns processing operations concerning public security, defence, State security and
activities of the State in areas of criminal law;
• done by a natural person8 in the course of a purely personal or household activity.
149. All laws, regulations and administrative provisions of the Member States relating to the
processing and moving of personal data, must conform to the Directive.
150. If an electronic driving licence is to be used in to process and/or move personal data, the laws
and regulations that are applicable must conform to the Directive.
151. This issue must be seen in conjunction with possible databases that are used to store the
information that is also put on the electronic driving licence.
5.1.3.2 Tachograph
152. For the project on a new electronic driving licence it is interesting to look at the project on
electronic tachograph with its driver card.
153. In September 1998 a regulation (2135/98/EC) was issued on the electronic tachograph. All
Member States must adhere to this legislation and start issuing Driver Cards, at the latest, 21
months after official publication of the technical specifications laid down in the Annex to the
Regulation. This is different to the Directive on driving licence where the Member States can
choose what model driving licence to use. Therefore it was decided that there will not be one
document that integrates the Driver Card and the driving licence. Another reason for not
merging the cards is that different rules apply to the withdrawal of a driver card and a driving
licence. This does not mean that in the future there might not be an integration of the two
documents.
154. As the Regulation on electronic tachograph (and Driver Card) does not touch on the topic of
driving licence it not necessary to use it as a basis for the EDL. It would therefore be possible
to use different technical specifications than the ones used for the Driver Card. The Directive
on driving licence is the basis for the future EDL model.
155. However, interoperability between the Driver Card system (of the tachograph) and the EDL
system (issuing/read/write/printing equipment) is preferable for efficiency reasons. Details are
given in chapter 4.4.
5.1.3.3 Convention on Driving Disqualification
156. The future use of an EDL may be of help to what this Convention tries to achieve. The aim is
to make certain that persons who, for a certain period of time, lose their right to drive a motor
8

An individual (ed.)
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vehicle in one of the states party to the Convention, will also lose the right to drive in any of
the other states party to the Convention. This right is lost if a traffic violation mentioned in the
Annex to the Convention is committed in one of the States party to the Convention.
157. This Convention is currently under review by the member states of the EU for ratification.
There is a European working group discussing the practical side to the Convention.
158. If there is a future discussion on what should be on the EDL, considerations should be given to
the possibility to reserve space for the member states to put penalties relating to the
Convention on it. The Convention is, however, not discussing this issue and it is therefore up
to the member states to agree upon putting it in the Directive on driving licence.

5.2 International Framework
159. An international framework for the exchange of driving licence information between the
national authorities of the member-states is necessary to prevent fraud. A framework can play
an important role in checking (interactive and on-line) whether a driving licence is still valid
and whether the information is right (authentic). The arrangement is to compare the
information on the card with the national register in the country of origin. After someone has
received a driving licence, the information or validity can be changed in the national register
but it is not always possible to change the document for several reasons. That is why in
situations of “high-value” transactions the ability to check the document with the register is
necessary. The framework between the national authorities must be an open structure,
accessible by a closed-user network and based upon open standards for data and datatransport.
5.2.1 International Standardisation
160. Several ISO standards govern the properties of items in the credit card format and in particular
for those containing information technology elements. The most important is the ISO
10536/7816 series of standards. See also chapter 8 for details.
161. For public tenders existing international standards have to be followed.
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6 Technology Options
6.1 Introduction
162. The choice of technology is critical because the choices of today will have an impact on
investments, features and security for many years to come. Smart Cards are well established,
but just as any other microelectronic based technology the direction and the speed of future
developments may be difficult to predict. It would thus be unwise to prescribe technology in
detail at this time.
163. IT systems are not “ageless”, they have to be planned and considered with respect to their well
defined life-cycle aspects. This chapter provides background material for chapter 4.4 of this
report. It does so by providing more detailed information about the technology elements of a
Smart Card based licence system which in turn provide the foundation for choices and
decisions that have to be made when considering an EDL system.

6.2 Available Technology Options
6.2.1 Type of Cards (Contact, Contactless and Combicards)
164. The first chip cards that were introduced contained a read-only memory, the next generation
had read-write capability but still no processing capability. Cards were simply mobile storage
devices like floppy disks. Later a microprocessor was added that made the card become a
simple computer, only lacking a human-machine interface. The microprocessor of such cards
is not normally designed or used to do any conventional data processing but merely to handle
the access to the card’s data. That way the interfacing with the card is much more advanced,
access rights can be very detailed and specific; the card can be an active communication
partner for the terminal. The processor is also used to calculate the encryption, to check access
keys etc. A number of hybrid cards have been developed, such as ”secure memory cards”
which protect their memory content with some sort of processing capability while essentially
remaining a memory card.
165. To communicate with the outside world cards originally had a number of contacts. For a long
time different places for the contacts were proposed but today the physical design is unified
and laid down in an ISO standard (7816-2). The term ID-1 (ID for identification) applies to a
card in the size of a credit card, with the physical dimensions laid down in ISO 7810. Smaller
card sizes as used in GSM telephones are also available and they are named ID-000 and ID-00.
These sizes are expected not to be important when it comes to licences, as they provide no
sufficient room for printed information. In many other applications, though, these and nonstandard sizes are considered, like wristwatches, key rings, etc.
166. The vast majority of today‘s cards has contacts. During the last few years the absolute number
of contactless cards has risen dramatically, but their market share is still small. Prime reasons
for moving away from contacts are:
•
•
•
•

Wear of contacts
Contacting problems
Card reader life-cycle and maintenance considerations
Vandalism to card readers

167. Sometimes a higher security of contactless cards is claimed, but other experts have identified
no significant advantage of either technology.
168. Three classes of contactless cards can be differentiated by their communication range:
169. Close coupling !effectively a zero reading distance concept where the card is put in a slot or
on a surface
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170. Proximity cards ! The card can be moved over the reader in a trajection with a distance of up
to approximately 10cm
171. Vicinity cards ! Same as above but with a larger (meter) range
172. It should be noted that the reading distance is not precisely defined because it depends on
many parameters and conditions, e.g. writing to a card may require more power and will
therefore reduce the operational distance. Also the orientation of the card in the magnetic field
(the angle towards the antenna) is influencing the maximum communication distance. The best
defined and also most ”popular” standardisation exists for proximity cards. Proximity cards
have many common characteristics with certain remote identification devices (e.g. “key ring
ID systems”) and car immobilise systems.
173. Cards with both a contact and a contactless interface promise “the best of both worlds”. A
user can have the card interact with conventional devices (e.g. most public phones) but also
e.g. contactless public transport readers. The technology either employs one or two chips and
has been given the names ”hybrid card” or ”combicard”. A number of technology details and
patent implications are making it currently difficult to suggest the usage of a particular
solution. However, it is obvious that the hybrid/combi concept bears great potential for several
years to come. As discussed in chapter 4.4.5 a card with both contacts and an air interface can
offer flexibility if Driving Licence legislation should prescribe either contact or contactless
technology but allowing member states to additionally deploy the respective other technology.
6.2.2 Details of Smart Card Technology
6.2.2.1 Card Types
174. A memory card is a passive device that has little means to defend itself against illegal access.
With a read-only card this is not very problematic, once personalised it is shut off from
alterations. If read-write capability is required after the initial personalisation a read-write
memory card is not extremely safe. New developments make it possible to better defend the
data on a memory card, but the principal problems remain. A processor card is the only choice
when different access rights shall be granted and high security is to be maintained.
175. Microprocessor cards contain a processor, and
• a very small RAM (Random Access Memory) where intermediate data is stored
• a large ROM (Read-Only Memory) for the operating system and
• an EPROM area for the data (this can be compared with the disk capacity of a PC). The
term EEPROM is often found, it regards the specific technology of the memory.
176. A typical card will have the following capacity:
• RAM 256 Byte (a typical PC has more than 32 Mega Byte)
• ROM 16 K Byte
• EPROM 8K Byte
177. A card operates differently from a normal PC; it can thus work with a very small main
memory (RAM). The crucial value for a card is the EPROM. 8K Bytes and 16K Bytes are
currently the standard values.
178. If the choice is a card that is personalised once and not altered during its entire life cycle a
simple memory card may be considered. However, an in-depth analysis of security aspects
may reveal that a memory card should not be chosen because it may not be able to sufficiently
counteract some specific fraud (e.g. duplication). If the card design is open for multiapplications and later amendment of data then the processor card is the only valid choice even if such applications will not be implemented in the beginning but at a later point in time.
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6.2.2.2 Access
179. This topic is also discussed in chapter 6.2.1: Type of Cards. It regards the possibility to
change data on the card. Of the three types of memory on a processor card this regards only
the EPROM. The RAM is a working memory that looses its content after being disconnected
from the power source; the ROM has a fixed content that cannot be changed after initial
production. The EPROM is designed to retain its content after power-off and it also has a rewrite capability (just like a floppy disk), but the application can be designed to forbid rewriting.
180. It is useful to look towards other applications that also require a high security level. The
banking sector has certainly considered very thoroughly whether it should accept re-loadable
electronic purses, because it anticipated more fraud than with one-way disposable cards. In the
end it has favoured the re-loadable version and it designed the necessary security into the chip
and the application.
181. This report advocates using re-writable processor cards with strict software security and a
secure chip architecture. It will be part of the specification to define and specify the security
requirements and appropriate test mechanisms. In any case it will be necessary to allow write
capability at different stages if decentralised personalisation schemes are to be accommodated.
6.2.2.3 Memory Size
182. The EPROM size for chip cards is one of the important characteristics of any card. Cards are
getting faster all the time, they feature better security and they provide more memory. 8, 16 or
even 32 kilobytes (KB) are available sizes, with the majority being 8KB or 16KB at the time
this report was written. While the memory size is very important for some applications (e.g.
the tachograph) it is less so for many others (see also 6.2.3). The memory capacity is
determining the chip size, which in term is an important price factor. Less memory capacity
thus means lower prices, but the “naked” chip is of course only one cost element of the Smart
Card and its personalisation.
183. In the PC arena the central memory has a capacity of several megabytes. Gigabytes are the
dimension for mass storage. On a card only a few kilobytes can be accommodated. This is
primarily due to the unfavourable situation of a physically inflexible chip being embedded
into a flexible plastic card: The chip cannot be too large, otherwise it would break or its
connections with the contacts or the antenna would be overly stressed. The EPROM area is
also in ”competition” with other chip demands, such as more RAM, room for a cryptographic
processor or the special circuitry for the antennas for the contactless interface.
6.2.3 Initial Calculation of Card Memory Space
184. The memory space requirements of an EDL depend very much on the functionality the card
has to hold. The basic EU functions (see chapters 4.2 and 7.2) limited to the written
information (without signature and photo) require less than 500 Bytes for the raw data.
Technical “book keeping” on the card and security data will add some overhead. The exact
amount depends on the outcome of a detail analysis to be carried out at the time of system
specification.
185. In any case a very undemanding memory requirement will result that can be fulfilled by any
card on the market. In other words, a licence never to be amended after initial issuing with
only the EU basic functions could easily be accommodated on a 1Kilobyte card, perhaps even
with a photo.
186. The addition of biometric data (see chapter 6.3) can require a fair amount of memory capacity.
As technology is moving on quickly in this domain, exact figures cannot be given. It can be
safely assumed, though, that a space between some hundred Bytes and one or two Kilobyte
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have to be allocated for each biometric item. Technology is moving fast and a more precise
calculation can only be made after a choice for a specific coding, resolution, etc.
187. A sample calculation has been made for the extension of a, e.g., special permits validity (a
function that would not be part of a basic EDL implementation). The extension, including the
identification of the acting administration, data related to the extension and the new expiry
date requires 80 Bytes for one such act. This calculation shows that more advanced functions
can also be implemented with limited very memory requirements.
188. It can be concluded from all investigations that the memory requirements of an EDL are not a
limiting factor in any way. Standard Smart Cards can be utilised.
6.2.4 Additional Technology
189. Additional technologies are those that may be added to the EDL to increase its security,
applicability, etc. The following listing contains several of the options currently available. As
new technology emerges, it will have to be considered at the time for future generations of
EDLs.
•
•

•
•
•
•

•

Magnetic stripes. Same technology as employed on credit cards. Of little value for a new
system in particular when the card already contains a chip. Also a magnetic stripe takes
away valuable space which is required for the printed information
Optical (laser) field. A storage area that can be written to and read in a technology
similar to the familiar CD-ROM. Provides vast memory space, useful for long logs, free
text, etc. The large memory capacity is not an important requirement of a licence and
therefore only useful when utilised for additional functionality, such as large logs
Bar codes. On the available space at the bottom of the back of the type 1a licence a bar
code can provide a limited data capacity (some ten bytes). This could serve as an aid for
automatic identification by simple technical devices.
Dot codes. A further development of the familiar bar code with higher capacity. These
codes could for example hold the entire basic EU licence data. As this would mean a
duplication of the data on the chip the value of the exercise appears to be limited.
Various security related additional implements and treatments. This regards the
“conventional” printed part of the document which need not be considered here
Sleeves or other transponders that the licence can be put in e.g. to extend its
communication range or to make a contact card effectively contactless. This does not
necessarily require changes to the principal Smart Card layout but must be considered for
security reasons
Biometrics. Additional verification techniques to check the identity of the person
presenting a licence. See chapter 6.3.

6.2.5 Alternative Technologies
190. It may appear unnecessary to consider alternatives to the Smart Card before it has even been
implemented. Yet some of the technologies could be considered as alternatives, but also as
”satellites” to the original licence, e.g. for opening and operating a car. Such systems would
need to be initiated or authorised by the mother device, i.e. the Smart Card EDL. In such a
scenario the EDL as a card would serve as the official document, while the satellite or slave
device would be initiated or authorised by the EDL licence and fulfil a limited purpose on its
own.
191. Based on the current legislation none of the above technologies need to be considered now. If
one looks at the electronic licence as part of a larger system, it may be useful, though, to
consider the transponder interfacing and other “satellite” devices from a communication and
security point of view in the detail specification of the card.
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Subject

Details

Importance for the EDL

Magnetic stripe

Low volume data carrier widely used
Security and data volume critical
for credit cards etc.
Optical
Technology comparable to writable CD Designed for large volume data
ROM on part of the surface of the card (up to some Mega Bytes).
Readers expensive
Security features
Classical print media related
Add-ons that are independent of
technologies
the electronic technology.
Range amplification Card is put in a “sleeve”, effectively a Little influence on the card
transponder that amplifies signals and application design
enlarges the transmission range
Battery operated
For contactless cards
Not important for the particular
cards
application
On-card display
LCD device to display the card held
Technology not advanced
data
enough yet. More suitable as a
substitute than as a
complementary feature
Sensors
e.g. fingerprint sensor
Only important for man to
machine identification
Table 2: Alternative and additional technologies matrix

6.3 Biometrics
192. The Driving Licence in the shape of a credit card according to annex 1a features a photograph
of the licence holder to verify the identity of the person presenting the document. This is the
most common biometric feature, which has been in use in most of the member states with
previous license generations. If a licence holder presents the document to an inspector this is
sufficient for verification.
193. In an environment where the identity has to be verified by a technical device the printed photo
is not sufficient. Examples would be an entry gate of a terminal and vehicles that are
exclusively enabled for registered drivers. The driver could only be positively identified if
some unique bodily feature would be verified against data on the licence. Already technical
systems exist for various features:
•
•
•
•
•
•
•

Retina
Fingerprint
Shape of the hand
Shape of the face
Shape of the ear
Olfaction (smell)
Combination of a number of features

194. A camera or a dedicated sensoric device “reads” the features and a software checks them
against the equivalent data stored on the Smart Card. “Biometrics” is a quickly evolving
technology. It is expected that more bodily features and ever increasing sensor technology
and software capability will let this type of verification technique become commonplace for
many security related applications in the near future. It can even be expected that some
sensors could be integrated in the Smart Card, although there does not seem to be an
immediate demand for the Driving Licence.
195. To what extent biometric verification should be employed on the EDL is a question of the
legal background, suitable applications in the licence domain and the state of technology at the
time of implementation. It is thus suggested not to opt for any or a specific technology at this
point in time. The structure of the Smart Card should be designed in such a way that biometric
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data can be entered later if so desired and backed by legislation. The card layout of chapter 7.3
is considering this type of implementation as an option.

6.4 Technology Assessment
196. This chapter closes with a final assessment of the technology options. Table 3 summarises the
findings and suggestions. The remaining text condenses the question “contact or contactless?”
as investigated in this chapter and in chapter 4 of the report.
197. Contact cards are available in the greatest possible variety; contactless cards are available in a
sufficient variety with more contactless cards entering the market. Currently contactless cards
are more expensive but prices will level in a few years
198. Regarding security it is possible to identify some differences, while the manipulation of card
data is in principle (and to great extent in practice) quite similar. The most trivial fraud, like
the physical replacement of the chip, can be done more easily with a contact card. Everything
elaborate is a question of investment and time (see also chapter 4.3 security). In-depth analysis
would be necessary to provide a security profile for the driving licence of both technologies,
but the choice of contact or contactless chip is not considered the prime security factor: For
the EDL both types of cards can be made very safe.
199. Contacts impose certain problems in adverse weather conditions. They occur mostly when the
readers or the cards have been outdoor and unsheltered for a long time, a possible but not a
significant problem for the licence card.
200. In applications where the card has to be in uninterrupted communication with a reader for a
prolonged period of time the energy balance of a contact card is much better than that of a
contactless card. This is important where the source of energy is a battery.
Item

Proposal

Remark

Contact/contactless

Depends on
compatibility (no
current
recommendation)

Card type

Processor

Access

Read/Write

Memory size

Uncritical

Cryptography

to be discussed

Operating system

Multi-application

Additional features

Leave open, provide
logical and memory
space

If there is a card, that the EDL needs to be
compatible with, and that card is either a contact
or a contactless card, then the according type of
card has to be chosen. An option could be left to
member countries to introduce combicards to
achieve greater application flexibility
High level of security and flexibility only
achievable with this technology
High (but not maximum) security with maximum
flexibility
Any standard card should be sufficient, e.g. with
8K EPROM
Card does not require a cryptographic processor,
as speed requirements are low.
Symmetric/asymmetric to be decided later
Standard system for good second-sourcing. Too
early for portable operating systems
Features such as biometrics are not foreseen by
current legislation. Any such later addition can be
accommodated by building flexibility into the
data structure

Table 3: The proposed card choice process
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7 Card Design and Data, Related Devices
7.1 Introduction
201. In chapter 4 the information and the function of the card are introduced. In this chapter a more
detailed description is given. The design of the card and the access rights are also discussed.
An overview is given on the interfacing technology required to make the information on the
card suitable for machine reading and interpretation.

7.2 Information on the Card
202. In chapter 4.2 an approach is introduced in which the information to be stored on the chip is
divided into three classes. The following classes are suggested:

additional functions
(optional)

basic EU functions
(mandatory)

harmonised functions

national functions

Figure 4: Suggested categorisation of EDL functions
203. In this chapter, the data and the applications are more closely described. The format and
extent of the electronic information regarding the mandatory functions on the card needs to be
the same across all EDL implementations. It is also important that the EDL does not require
the content and format of the national licence databases to be changed.
204. Suggestions are made about how to achieve a common data format for the EDL that will
satisfy the above requirements. The data of the national registers can then be mapped onto this
common EDL format, the conversion rules might differ from state to state.
7.2.1 Basic Functions
205. The term “basic EU functions” relates to the mandatory information specified in the European
Directives on driving licences.
206. Today, all basic data is printed on the new Community Model Driving Licence. Even if the
data content is more or less identical between the states, the layout shows diversity, e.g.
different number of characters are used within a data field.
207. When moving on from a print media to an electronic memory, such differences have to be
carefully investigated, because the definitions for the electronic media have to be unified
while retaining this diversity. A common EDL data format has to be designed which ensures
mutual understanding.
208. Permitted character sets and maximum lengths of fields and any restrictions have to be
defined. Each field of the Community Model Driving Licence is mapped onto a well defined
data element suitable for electronic storage.
209. The chip has the possibility of carrying more information than is printed on the card. If e.g.
the name is abbreviated on the card it can be stored in full on the chip. For an inspection agent
it will then be important to access the same information on the reader as is printed on the card.
One possibility is to reserve two fields on the chip. In one field the name corresponds exactly
to the printed name and the other field holds the full name.
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210. In the design phase of the EDL the format for each data element has to be defined, including
the identification of the data element, its format and length. Composite fields on the printed
card need to be broken down into individual elements where required and possible. An
example would be “Date of birth” and “Place of birth”. They may both be printed on one line
but from an IT point of view they are a concatenation of two separate data elements.
211. Chapter 4.4.3 points out the advantages of compatibility between different applications. To
reach compatibility, some data elements should be common (e.g. names of the holder, date of
birth, administrative number and place of residence). The data elements need to have the same
principal format, e.g. the same coding and formatting.
212. For the EDL, the Driver Card and the Health card are currently the most likely cards to be
made compatible. Also, the standardised format for general data elements for surface transport
applications defined by EN1545 are important.
213. The Driver Card, the Health card and ENV 1545 all use Abstract Syntax Notation One
(ASN.1) to define data types. This is one important pre-requisite to reach compatibility on the
more technical aspects of the representation. In principal this means that for all applications
the ASN.1 tag number can be the same for a certain data element. Even with the tag being the
same, the length of a data element can still be shorter than the defined maximum in a specific
application. ASN.1 is both a data transfer coding and a way of representing data.
214. Some existing formats were taken as illustrations of possible formats of basic EU functions
for the EDL. Table 4 shows the formats for three member states and three Smart Card formats.
The format is a maximum length and it is always possible to use only a part of the foreseen
space, i.e. “35” means a string with a possible size between 0 and 35 characters.
ENV
1545
EU *

Driver
card
EU **

255
255
8
255

35
35
8
n.a.

Health Datacard
base
EU *** NL

Print
NL

Database
S

Print
S

Database
UK

Print
UK

Smart Card
format
Database
format
Print
format
Size "
# Field name
Holder surname
Other name(s)
Date of birth
Place of birth

45
81
12
n.a.

427
36
8
39

75
25
8
25

36****
8
3

24
24
10
3

43
38
8
30

30*****
60
8
24

Table 4: Comparison of data formats for some elements of the basic EU functions
*) Maximum length of data in Smart Card standard for transport applications CEN ENV1545
**) Preliminary values. Will become part of the ENV1545
***) Proposal
****) In the Swedish representation surnames and other names are held in same field
*****) In the UK representation, in certain circumstances the surname and other name fields can be
viewed as one single field. The print specification is based on the maximum available space for each
of these fields.
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7.2.2 Additional Functions
215. The additional functions are divided in two groups: harmonised functions and national
functions. The additional functions - harmonised or not – are to be placed exclusively on the
chip, they are not printed on the document.
216. The approach with different classes gives the member states a high level of flexibility within
the existing framework. Where useful, isolated national implementations can also be utilised
internationally at a later point in time without the necessity for any principal redesign of the
EDL.
7.2.2.1 Harmonised Functions
217. The EU harmonised functions are standardised functions to be used optionally. This means
that on a national level, a member state can decide to use this function or not, but if it is used
it has to be implemented in conformity with the standards and rules as defined by an EU
directive. Essentially, such harmonised functions are unified and regulated just as the basic
functions, while it is up to the discretion of the member countries to implement them. Thus
implementation can be simpler and therefore less costly.
218. Table 5 illustrates some possible harmonised functions as identified by the project. The
functions in italics are identified as optional data in the existing directives. For the harmonised
functions no formats are suggested within the framework of this project. However, one of the
advantages of the harmonised functions is that the formats will be defined and made available
for interested member states facilitating the implementation.

Identified harmonised functions
•

The name of the state issuing the licence

•

Permanent place of residence

•

Address issuing authority

•

Address disqualification authority (see Convention)

•

Certificate of professional competence

•

Biometrics data, e.g. finger print

•

Persons to be informed in case of an accident

•

Administrative number

•

Foreign remarks

•

Address for exchanged licences

•

Conviction details

•

ADR-certificate (driver of dangerous goods)

•

Organ donor

Table 5: Identified harmonised functions

219. Before introducing an EDL, a complete inventory of the EDL data format has to be
established for the basic EU functions. As data relating to many of the harmonised functions
will also be held in some national registration database it would be useful to have them
covered by the inventory as well.
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220. Investigation of the data formats of all member states’ registration databases is recommended
including those that are not the first to introduce an EDL. That way, member states that wish
to introduce an electronic licence at a later point can rest assured that their requirements have
already been taken care of. The positive effect would be that changes to the registration
databases of such countries would also be minimised at the time of their EDL introduction.
The investigation could be based on the structure developed for the EDD9 and the related data
repository could be used for the purpose. EUCARIS already enables a number of member
states to exchange data.
221. Table 6 contains some data elements and indicates what actions are recommend to establish
sufficient knowledge for the data element design of the EDL. This table indicates that the
basic functions of the driving licence are well understood and that agreement may be reached
with limited extra work.

Element

Number on
licence accord.
to annex 1a

Sign of the member state

EDL category

Status:
How much work needs to be
done to agree on EDL format?

Basic

Data format clear

Surname of the holder

1

Basic

Analysis of details required

Other name(s)

2

Basic

Analysis of details required

Date and place of birth

3

Basic

Analysis of details required

Basic

Data format clear

Basic

Analysis of details required

Alternative: Date of birth
Place of birth
Date of issue

4a

Basic

Data format clear

Date of expiry

4b

Basic

Data format clear

Name of issuing authority

4c

Basic

Analysis of details required

Administrative number

4d

Harmonised

Analysis of details required

Licence number

5

Basic

Analysis of details required

Photo

6

Basic

See chapter 6.3

Signature

7

Basic

See chapter 6.3

Permanent place of res.

8

Harmonised

Analysis of details required

Categories of driving
entitlement

9

Basic

Inventory of nat. categories

Date of issue per category

10

Basic

Data format clear

Date of expiry per category

11

Basic

Data format clear

Condition/information/restriction
in community code form per
category

12

Basic

Inventory of national codes
and sub-codes to be made

Condition/information/restriction
in community code form for all
categories

12

Basic

Inventory of national codes
and sub-codes to be made

Table 6: Sample licence elements and required action to establish data format
7.2.2.2 National Functions
222. The functions used on a purely national level are called national functions. The national
authorities are free to implement national functions provided it does not interfere with, or
influence the basic function and any of the harmonised functions of the document. They may
9

European Data Dictionary, maintained by RDW

CEDLIC - Final Report - 15.11.1999

Page 40

CEDLIC - TOWARDS A COMMUNITY ELECTRONIC DRIVING LICENCE
serve formal (national) use, but if so desired and permitted by national law, also for third party
applications (private or holder use). Technically, there are no differences between such
applications, but countries will have to decide for themselves if they want to allow third
parties on “their” card and under what circumstances. The project does not set out to define
the formats for any national functions since it will be up to each member state to decide if and
which functions will be allowed and supported.
223. When implementing additional functions it is important to remember that a driving licence
can be withdrawn. The physical withdrawal of the EDL card would make all other
applications unavailable to the holder.
224. With the EDL, a number of traffic safety measures can be implemented10. One possibility is to
use the EDL as an ignition key for the car. This would make it difficult for drivers without
valid licences to drive. In order to start the car, the driver’s identity must first be downloaded
in the car computer to verify that an authorised person is trying to start the car. When the card
is inserted the following data could be checked; correct identification, expiry date of licence,
correct vehicle category, and if any special conditions or limitations exist. Special conditions
or limitations could be that a person has been sentenced for drunk driving and must have an
alcohol interlock system connected. The success of such a concept depends on a widespread
implementation. It is questionable if the public would accept such a concept.
225. Microwave data communication could be used to make information about the driver, readable
on a computer screen outside the vehicle when it passes an antenna at roadside. Furthermore,
by using telecommunication systems for data communications, the entitlement to drive a
particular type of vehicle could be checked against the actual information in a central database
each time someone wants to start the vehicle.
226. Other examples of possible national functions are; for commercial drivers, driving times can
be stored on the card to prevent overtime driving; information on traffic insurance and its
validity.

7.3 Principle Layout of the Card
227. The principal layout regards the work on a technical level. It has to consider whether the card
shall bear one or more applications, how the access to the data on the card is governed
regarding original writing, changing and updating, and the normal reading. Also, within each
application the order of information has to be designed according to the respective
requirements.
228. When allowing basic and additional data on the EDL, the card must be able to hold a number
of related and unrelated applications. Access rights to these applications may all be different.
The core licence data may e.g. be read by everyone but only be generated and amended by the
competent authority. National information may be read by the user but not by other member
states’ authorities. Such authorities should perhaps not even know of the existence of such
files.
229. The layout of multi-application cards follows common principles, whereby a master file
serves effectively as a “table of contents”. In the next level below, dedicated files normally
contain complete applications, which in turn are made up of elementary files. There can also
be elementary files directly underneath a master file if no further structuring is necessary.
Figure 5 shows the principal layout of a Smart Card.

10

Dr Fred Goldberg, Card Safety System AB: The Electronic Driving License as an Effective Traffic Safety Tool,
Lidingö, Sweden 1998
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Master

Dedicated

Dedicated

Dedicated

Elementary

Elementary

Elementary

Figure 5: Principal file structure of a Smart Card

230. Structuring is implemented to organise and speed up the access to the data and to govern the
security. Detailed considerations will have to be made once the content of the EDL has been
agreed upon. One possible example is shown in Figure 6. The principal identification of the
holder is held in a separate dedicated file for universal access. The licence classes and validity
dates are kept separately in this example to demonstrate that such data can be protected from
everybody’s view. A third branch holds another application (in this case a national one) that
requires data from the leftmost branch to be complete.
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Master

DFLicenc
Identificati
data

DFLicenc
Classesvalid
etc

DF
Permitsand
restr

Elementary

Elementary

Elementary

Figure 6: Example structure for a licence application
231. How exactly the licence will be implemented in such a structure depends entirely on the
requirements, i.e.:
•
•
•
•

The access rights for read and write
The number of parties that join in the card issuing process
The number and flexibility of the applications
The speed requirements when assessing the data.

232. The question of space limitations is important, e.g. the data transmission via the air interface
can be quite time critical and data economy is a good policy. Air interface in this context
could be either a licence read by a reader for contactless cards or a contact or contactless card
inserted in an On-Board Unit of a vehicle communicating with the roadside. Also, for data
enquiries with the member states’ databases, a conservative policy on data volume is
recommendable.

7.4 Interfacing Technology
7.4.1 Data Representation on the Smart Card
233. All data on a Smart Card is ”machine readable”, that is to say it exists in a physical format that
is exclusively used by machines. Also all information such as text, numbers and
identifications, are not represented in a format that humans could use. This is for a number of
reasons. All information has to be coded so that it fits the requirements of a digital, i.e. binary,
medium. Because of space limitations it is necessary to use the available memory capacity of
the electronic device economically. In different ways all data entered onto a card is thus made
as ”small” as possible. This does not mean, however, that the data is truncated or abbreviated,
but often represented through a code.
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7.4.2 Personalisation and Issuing Devices
234. If personalisation is organised centrally, it will take place in larger batches in an automatic
process. No special interfaces are required, as the process will run on dedicated devices in a
secure environment.
235. If part of the personalisation takes place in decentralised offices, or with the cardholder being
present, a secure environment has to be created. The exact design of such environment has to
be left to detailed planning. The human-machine interface has to be such that mistakes in
manual data entry can be safely avoided, as a write-once card would be void if wrong
information would be identified only after writing it to the card.
236. Decentralised devices would need to communicate with a central system to download new
code lists in intervals, e.g. for special conditions of the licence or categories of the licence.
7.4.3 Human-Machine interface, Hand-Held Readers
237. The interpretation of the coded data on the card takes place locally with a (handheld) reading
device or at a remote site (e.g. a central computer system). The locally used device will have
some constraints regarding data processing capability, memory size, etc. These constraints are
more relevant for low price, simple devices. Inspection devices for Driving Licences may fall
in to this category. Care must be taken that the decoding is limited to a reasonable degree and
that changes in code lists do not happen too often, so that the readers do not have to be
updated too frequently. With the suggested type of coding (ASN.1) and the limited complexity
of the licence applications, no real problems are anticipated.
238. The display of the data is more critical. A simple way has to be found to display all data on the
card in a suitable way. One way would be to represent the data as a look-alike to the physical
licence. This would, however, require an LCD pixel display comparable to those of palmtop
computers. There are both price and life expectancy implications (larger displays tend to break
more easily). If the Commission decides to implement biometric features, such as fingerprint
or a photo, a graphics display (preferably in colour) would be required.
239. Another and simpler way of displaying the information would be a small alphanumeric display
like the one designed for the Electronic tachograph. The user would then have to leaf through
the information with the help of a few buttons. If European special characters have to be
displayed, the resolution and the software of the matrix display has to cater for it.
240. It should be noted that a contact card is at least partly inserted in a reader, thus obstructing the
written area on the card. The reading device would therefore need to first download all data so
the officer could then compare the data with the written information on the surface of the card.
For privacy reasons the information in the reader should be transient and expire after a
predefined time, added to a reset initiated with a button.
241. It appears that there is no requirement for an update of information with portable devices
(such as entering information by an inspection agent). Therefore the device will not need a
comprehensive keyboard.
7.4.4 Public and Third Party Readers
242. The human-machine interfaces that will be made available for the licence holders can have
any shape and features as long as they do not interfere with security. This means that the
legitimate holder should be able to access all data that he or she is permitted to read, with any
device that is designed to do so. No particular specifications need to be considered as long as
the reading is not considered part of an official act.
243. Third parties, such as car rental companies will want to read licence data directly from the
card. In this example it would speed up the process of rental contracts and eradicate erroneous
entry of data. If the EDL only contains data according to basic EU functions rental and other
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companies will have to rely solely on that data and the security features of to the card. If EU
legislation permits the introduction of private applications on the EDL, displaying, reading,
and writing to that part of the Driving Licence would be in accordance with these private
specifications, while not interfering with the licence application. From the part of the EDL
design no special provisions have to be made for the card interfacing with these applications.
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8 Standardisation
8.1.1 Relevance of Standardisation
244. Standardisation defines systems and devices to a level allowing implementation and
production on a well defined level of similarity and compatibility. Standards are commonplace
in the technical domain. They are also the basis of public tenders, making offers more
comparable and allowing better replacement, second sourcing, and updating of systems.
Legislation, such as the Council Directive on the Driving Licence, can and should not go into
detailing technical devices, but rather leave this task to standardisation.
8.1.2 Relation to Existing Standardisation Work
245. Standards for Smart Cards regard both the technical aspects of the cards in general and the
applications. There is additional standardisation for the interfacing with the outside world, for
which the generic term “card accepting device” has been coined (often referred to as “reader”
in this report).
246. In the context of this report primarily the card is considered. It should be noted, though, that
there are implications regarding the type of interface. A contactless card requires not only a
different type of communication via the air interface, access methodology and security
implementation are different, too.
247. Today most of the standardisation is global. Accordingly the standards are “ISO” standards
with global validity, a pre-requisite for the potential world-wide usage of cards. To maintain
regional interests the following rule applies, if there is e.g. a valid European standard it
prevails an ISO standard. For Smart Cards (more generally all “machine readable cards”),
however, regional standards are only developed for applications. ID-1 is the familiar credit
card sized format, standards regarding the physical properties therefore encompass all cards in
that format. As a matter of fact most of the non-physical parameters are also valid for “cards”
in other shape, such as GSM phone mini cards, key rings, etc.

Card accepting device
Communication with device
Physical characteristics
Electrical and electronical characteristics

Figure 7: The areas of standardisation
248. The most important standards for Smart Cards are listed in annex 2. As can be seen from that
table physical, electrical, electronic, and communication standards are in place or in advanced
consideration. There are also other standards for cards that are used in a specific environment,
such as telecommunications or banking. Only a minority of the standards are related to
applications, but with the growing number of implementation areas they will follow suit.
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249. The European standardisation organisation CEN has a whole major operational structure
dedicated to machine readable cards, i.e. TC (Technical Committee) 224. This TC controls the
Working Groups (WG) in which the actual work is done. The working groups receive their
input from national member bodies but always based on the briefing they receive in the shape
of work items from the TC. One of these groups, ”WG11” is entirely dedicated to transport
applications. Its mandate and briefing covers potentially all related aspects: e.g. public
transport ticketing, automatic fee collection, goods transport, vehicle document, tachograph,
and last, but not least, the Driving Licence. For Europe this working group will perform the
driving licence standardisation work based on appropriate input. It will add a specific part to
its according series of standards (EN(V)1545-x).
250. While this work will be strictly based on related European Community legislation a new
initiative has been brought forward on a global level. A proposal for world-wide (i.e. ISO)
activity aims at standardising certain principles that will improve compatibility,
interoperability and mutual recognition. A new work item has been issued by SC17 (subcommittee) of ISO’s JTC1 (Joint Technical Committee) and a new Working Group “WG10”
has been founded. SC17 is dealing with “automatic data capture”, which in the logic of ISO is
the right home for such work. Obviously it will be impossible to create one global Driving
Licence or anything close to it. The electronic version of the European Community Driving
Licence does therefore not have to be much influenced by the ISO activity. Indeed, if the CEN
work would be surrendered in favour of the global activity, heavy delays could be expected.
As things are, the European Union might be interested in the ISO work e.g. to achieve a better
understanding of other countries’ and regions’ bearings and to reach a higher standard for
mutual recognition.
251. Another standardisation area that is important to consider when undertaking the Driving
Licence specification and alignment is the European Health Card, also under the auspices of
CEN TC224. This is because the standard proposals of that Working Group follow adequate
modern design principles. Also a good part of the data is of an official nature and some of the
data elements coincide.
8.1.3 Alignment and Contribution to Standardisation Work
252. It cannot be the aim of a European Directive to completely specify technical items. It would be
outside the scope of such work. Also technical implementations underlie changes that make it
necessary to adjust specifications every now and then without changing the application as
such. In these cases legislature would need to follow e.g. standardisation induced requirements
and not the other way round. The proper way is to define the application only as precisely as
necessary in the legislative documents. Then standardisation should take over and specialists
with a good understanding of the problem owner’s requirements should control the work.
253. For the electronic form of the European Driving Licence a European standard should be aimed
at. As laid out in chapter 8.1.2 the competent body already exists in the structure of CEN, i.e.
the Working Group 11 of TC224. It will be necessary to delegate driving licence experts into
that group to work out the concrete proposal. It may also be necessary to co-ordinate the work
with other current developments, such as the health card. It is also recommended to participate
in the international ISO work, although that will have no direct influence on the shape of the
European Smart Card licence.
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9 Cost and Systems and Administrative Implications
9.1 Introduction
254. This chapter addresses the cost and systems implications of introducing an EDL. The
implications will depend to a large extent on the existing issuing systems and the type of
licence issued by the member state as well as the type of EDL selected. Various types of EDL
will be available to the member states even though there will be a European framework which
will contain the standards to be adopted in terms of security, data content etc.
255. In these circumstances, no definitive costing and systems implications information can be
provided. This will differ in virtually every case. It is however possible to summarise the main
considerations which will need to be taken into account. The following paragraphs provide an
outline map of issues which will need to be considered when drawing up cost and systems
implications for EDL introduction.
256. Member states will be required to introduce the driver card in the next few years. Each state
will then be able accurately to assess and calculate EDL related costs.
257. It would also be possible to combine the production arrangement of the EDL with the driver
card and thereby take advantage of economies of scale. Member states considering the
introduction of the EDL should take this into account when designing the production
arrangements for the driver card.
258. An illustrative case study is set out in section 9.6 below based upon the situation in one
member state to show what changes will be required there to introduce an EDL. Also chapter
9.4.6 provides examples for implications that are less related to the situation in the member
states but more to the technology.

9.2 Costs of the Smart Card
259. The smart card itself is unlikely to be the most important cost factor associated with the
introduction of an EDL. The cost of cards issued under annex 1a of directive 91/439/EEC
already differ widely from state to state, depending on the security features and
personalisation processes chosen. The cost of the blank card is only one element associated
with EDL issue. It is significant but not necessarily decisive.
260. The price of the card will depend on the security features selected and the memory size of the
card, which in turn relate to the additional applications required. Such applications will not,
however, be cost critical if they are included as a result of user demand and are paid for by
them. Other factors include the timing of introduction and the number of cards required.

9.3 Starting Point
9.3.1 Current Arrangements for Issuing Driving Licences
261. Today’s administrative arrangements can be divided broadly into four types. A range of
combinations between these types also exists:
•
•
•
•

completely centralised registration and administrative systems
central register and document production with local receipt and/or issue
central register with local document production and receipt and issue
completely localised system

262. The types of driving licence issued by member states can be categorised as follows. (Some
states currently have a combination of these licences in use.)
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•
•
•
•

paper (not in accordance with annex 1 of directive 91/439/EEC)
paper (in accordance with annex 1 of directive 91/439/EEC)
plastic card (not in accordance with annex 1a of directive 91/439/EEC)
plastic card (in accordance with annex 1a of directive 91/439/EEC)

263. The situation in member states can therefore differ widely. Another important factor is that in
some states a number of documents may be issued by the same authority, while in others
separate units are responsible for each one.
264. If the type of licence currently issued by a member state is already in accordance with annex
1a of directive 91/439/EEC, the implications of introducing an EDL will be less than if the
current licence is paper-based. The rest of this chapter looks at these different aspects in more
detail. For any member state planning to introduce the EDL, it is recommended that an
analysis of the issuing process and of required changes should be undertaken.

9.4 Future Solutions
9.4.1 Possible Forms of EDL
265. A range of functions can be introduced on an EDL. In chapter 7 different kind of functions are
described: Basic EU, harmonised and national functions. The cost implications depend on
what functions are to be implemented.
9.4.2 Production
266. The impact on the issuing and administrative process will differ according to the type of
licence issued in each separate state. The first stage will be obtaining the blank card and chip.
The next stage will be the personalisation of both. It is recommended that for the purposes of
security and cost effectiveness both activities are carried out in the same place and in direct
sequence. How this is organised will be for individual member states to decide.
267. The production is based on and depends on a large number of systems, routines, and
procedures. A very important back-end system is the national database for licences, or the
regional database, where applicable. Its provision of data for the EDL and its interplay with
the production process is a vital pre-requisite for efficient and secured production. Depending
on the state of the database and the level of organisation cost implications may be significant.
268. The personalisation of many thousand cards per day can be handled by a fairly small unit,
there may even be savings over conventional production. Member states that move on from
licences granted for life to a limited administrative life of the EDL should, however, also
consider the increase of the number of licences to be produced in the future.
9.4.3 Issuing of the Driving Licence
269. The issuing can be carried out centrally or locally according to individual member states’
preferences and organisation. It is strongly recommended that issuing authorities provide the
holder with either a printout of the information contained in the chip, or the facility to read the
chip, or both (see also chapter 9.4.5). This may also be governed by applicable national
legislation.
9.4.4 Keeping Records
270. If the chip only holds basic driving licence information, the record can be held on the national
driving licence register. If the chip has other functions, member states should consider from
where such additional information can be retrieved, when issuing a new licence.
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271. For the foreseeable future there will be a growing need for exchange of licence data
information between member states. It is thus recommended that consideration be given to
improved data exchange between relevant databases. This has legal and procedural
implications. Also databases’ processing and communication capabilities have to be
investigated. If developments allow other member states to add information to the chip, that
state should inform the issuing state. Again, this would have implications on the databases and
the exchange of data.
9.4.5 Life-Cycle Costs
272. Current licences are visually inspected. The only paraphernalia that is required for in-depth
scrutiny are normally ultraviolet lamps and devices for optical magnification. For a Smart
Card the same means of physical inspection apply and therefore the equipment can still be
used in the future. Added to this all mobile and stationary units that a member state wishes to
enable to read the electronic data need to be equipped with readers. Examples are the points of
issue (e.g. registration office or postal outlet), selected administrations, public offices, the
police force.
273. The different types of devices useful for the purpose are described in chapter 7.4.3. Cost
implications may be significant, but the same type of readers acquired for the EDL should also
be useful for the Driver Card, which will be a mandatory Smart Card in member states for
professional drivers from the 2001 on.
274. The question of additional readers accessible to the public depends very much on national
requirements. It should be considered in the context of the EDL system introduction and larger
schemes related to the introduction of electronic media. The extent of such installations
depends e.g. on national decisions regarding public acceptance and awareness considerations.
In any case there are organisational and cost implications, but they may be viewed upon in a
wider context, considering that the EDL will not be the only electronic document to be
introduced by central and or local governments in the future.
9.4.6 Other Implications
275. The holder might not realise that the chip on the EDL is malfunctioning. It is suggested that
an EDL remains a valid driving licence in all member states even if the chip becomes
defective. If one country finds the EDL defective, the issuing state and the state of residence
should be officially informed.
276. This considerations assumes that in the future a licence may more easily be considered
“defective” and reporting and eventually replacement of the document may become necessary.
Today it can be very much up to the discretion of an inspecting officer if he considers a wellworn paper document valid or not, while an electronic failure is definite. Therefore a small
rise in the number of replacements of documents can be expected. Also international
communication would increase if governments agree to exchange information when a faulty
EDL chip has been identified.
277. There are both organisational and cost implications that are not under the exclusive control of
individual member states. Security is such an item. Minimum security levels have to be
maintained and perhaps stepped up at some time (see detailed considerations in chapter 4.3). It
may therefore be necessary for some states to adjust their administrative procedures and invest
in equipment for increased surveillance of production, more secure production, etc. to meet
the mutually agreed standards. However, the EDL will not impose any large scale
requirements above and beyond the security level agreed upon in the Community for the card
model driving licence according to Annex 1a.
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9.5 Changes which could incur Costs
278. The diversity both in the starting points and the future solutions make it difficult to be
prescriptive regarding cost and system implications for different member states: However, the
following factors need to be taken into account:
•
•
•
•
•

Consumables and equipment for the production and issuing (card, chip, personalisation
devices, production equipment, forms)
Administration (enhancement of existing systems and procedures, staffing resource,
training, legislation, security systems)
Technical communications (national and international data interchange)
Life-cycle issues of cards (inspection devices, public readers, malfunctioning cards)
Change management (publicity to market the EDL and interaction with other authorities
such as the police force)

9.6 Illustrative Case Study
279. Every country will face different issues when moving to an EDL system. To provide more
detailed information would be beyond the scope of this report. As an example a scenario to
move from a paper model driving licence with a centralised register with localised
receipts/issue to an EDL-only system is given. It is based on the structure found in a member
state which is believed to bear a number of similarities to other member states,
280. The present situation can be summarised as follows:
•
•
•
•
•
•
•
•
•

Central production of the blank (paper) document
Decentralised personalisation and issuing of the document by local authorities
Central registration of holders of driving licences in an electronically accessible database
Document in conformity with the present paper model European Union driving licence
Document valid for driving during a period of ten years
Document has a conventional paper photo of the holder and a hand-written signature
Computerised communication between the central register and the local authorities
Central database contains all information of all issued documents and the holders
Accessibility of central registration possible for the authorities involved with the control
and enforcement

281. The future situation:
•
•
•
•
•
•
•
•
•

Central production and personalisation of the document
New document (Smart Card) in conformity with a model of the European Union including
a micro chip
Document valid for a period of ten years or less because of the technical life expectancy of
the chip
Document has an integrated photo and signature of the holder
Central registration of holders of driving licences in an electronically accessible database
including the photograph and signature of the holder.
Decentralised issuing by local authorities
Computerised communication between the central register and the local authorities
Central database contains all information of all issued documents
Accessibility of central registration possible for the authorities involved with control and
enforcement

282. The implications as a result of the future situation in comparison with the present situation
would be as follows:
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•
•
•
•
•
•
•

Extension of the present database with the photograph and signature of the holder.
Because of central production no possibility for immediate hand-over of the document
No production facilities necessary at local authorities
Increasing data-transfer between local authorities and central database and/or production
unit
New facility for controlled transport of the document from the production unit to the
issuing authorities
New production facilities for loading the information onto the micro chip and the
embedding of the chip in the document (exact procedures depending on the type of card
and the machinery employed)
New production facilities for the integration of the photograph and the signature of the
holder on the smart card document (depending on the choice of technology this and the
previous production step could be merged)

283. The implications as a result of the comparison between the present situation and the future
situation can be translated into cost elements, which depend on the national situation,
organisation and available facilities.
284. A number of elements of the case study is finally considered in Table 7. In the column
“implications” a wider context is considered, which may be making it useful for member
states that do not exactly match the case.
285.

Subject

Starting
point

Future
solution

Implications

Holder
Registration

central in
database

no change, but
with digitised
photos and
signatures

It is not important if the database is central
or localised, as long as consistency and
communications are maintained. Added
facility of electronic biometrics requires
extension of facilities

Production

Decentralised

centralised

Issuing

Decentralised

decentralised

The preferable option for maximum
security and most likely lower costs. With
centralised production immediate issuing
will no longer be an option

Communication

computerised
between local
office and
national
database

no change

Validity of
driving licence

10 years

10 years or less Life expectancy of Smart Cards to be
considered

Biometric
features

paper photo,
original
signature

digitally
produced
images

New facilities will be required for the
visual elements of the card and the
electronic storage. could be integrated or
separate devices

Accessibility of
data

accessible for
control and
inspection

no change

An increased load on the facility can be
expected, once the electronic data on the
EDL becomes the preferred reference over
the written text

In case of decentralised offices, issuing
points, etc. electronic communication
would be preferable but in principle the
EDL does not impose major changes

Table 7: Implications of the EDL for a country which is close to the case study
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Annex 1- Glossary and List of Abbreviations
Term

Explanation

ADR

Accord Européen sur le transport des marchandises Dangereuses
par Route (European Agreement concerning the international
carriage of dangerous goods by road)
Wireless communication with electromagnetic means as opposed
to electrical currents flowing across contacts
Abstract Syntax Notation One, a data coding and identification
scheme frequently used for Smart Cards. Defined in ISO/IEC
8824 and ISO/IEC 8825
Term for the electronic capturing, storage and comparison of
human features for identification purposes
Information unit in the binary scheme
An octet of bits, holding 28 = 256 different binary information
The person to whom a card is assigned
Community Electronic Driving Licence - Project acronym
Comité Européen de Normalisation (European Committee for
Standardization)
Short for microelectronic circuitry on a single piece of
semiconductor material (the chip) which performs electronic
functions
A dual-interface card: contact and contactless
Physical elements enabling the chip on the Smart Card to
communicate with a card reader. See also contactless
Term for the means of communication between a card and a card
reader or card accepting device (technical term). see also air
interface
Card Operating System. Software comparable to a disk operation
system on a personal computer
Certificate of Professional Competence, the proof of a
qualification for the driver of a road vehicle
Electronic representation of information.
Dedicated file. Term for a logical structure on a Smart Card
Directorate General VII - Transport - of the European
Commission
An electronic security feature that can be used to prove the
authenticity of the data and the source of the data.
The electronic equivalent of a human signature. Generated by
applying mathematical methods on the image to produces a digital
expression.
Driver and Vehicle Licensing Agency, United Kingdom
European Data Dictionary. Dictionary of data formats used by
European licensing authorities, supports data exchange
Electronic Driving Licence
Electrically Erasable Programmable Read Only. As EPROM, but
with a specific technique to change the memory content
European Norm
preliminary European Norm
A memory on a micro chip that retains it s content after power
off. the content can be changed (see also ROM).

air interface
ASN.1

biometrics
bit
Byte
card holder
CEDLIC
CEN
chip

combicard
contact
contactless

COS
CPC
data
DF
DG VII
digital signature
digitised signature

DVLA
EDD
EDL
EEPROM
EN
ENV
EPROM

CEDLIC - Final Report - 15.11.1999

Page 53

CEDLIC - TOWARDS A COMMUNITY ELECTRONIC DRIVING LICENCE
human-machine
interface
hybrid card

ID-1
information

IT
ISO
JTC1
key

LCD

microprocessor
PIN
proximity (card)
RAM
RDW
ROM
SAM
Smart Card
TC

transponder
Vägverket
SNRA
vicinity (card)
WG11

Devices and implements for the human to interact with a machine.
Example related to Smart Cards: Key board, screen, buzzer
Card comprising more than one technology, e.g. magnetic stripe
and chip. Term also used for a contact/contactless card. See also
combicard
Format of an Identity Card as defined in ISO 7810 (“credit card”
size). Other formats are ID-00 and ID-000
The meaning that is held in a piece of data. Example: The data “
1001010111111110110101010bin” in field 3 of the EDL would
provide the information “born 02 February 1966”
Information technology
International Standardisation Organisation, supports gobal
standardisation
Joint Technical Committee one. Joint working body of ISO and
IEC (International Electrotechnical Commission)
Electronic means of access to protected information. Essentially
a secret sequence of numbers that prove to an electronic device
that a device requesting information is legitimate to do so
Liquid Crystal Display. Visual interface as used in portable PCs,
pcket calculators, etc. Avaiable in monochrome and colour
versions
A chip that encompasses all core processing functions of a
computer
Personal Identification Number - In this instance a secret
sequence of numbers to gain access to a Smart Card
term for a contactless cards that communicates via an air
interfaces over a distance of 0 to appr. 10 cm
Random Access Memory. Main memory for microprocessor
calculations. Looses its information content after power off
Centre for Vehicle Technology and Information, the Netherlands
Read Only Memory. Non-erasable memory type on a micro chip
Secure Application Module. Physical device that protects security
relevant elements, such as keys, from unauthorised access
A card containing a microprocessor
Technical Committee (of the European Standardisation body).
TC224 is responsible for the normalisation of machine readable
cards
An electronic unit that is activated via an air interface by a
transceiver and that communicates with that device
Swedish National Road Administration
Term for a contactless card that operates over a larger distance to
the card accepting device than a proximity card
Working Group 11, working body within CEN’s TC224.
Responsible for normalising transport applications on Smart
Cards
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Annex 2 - Important Smart Card Related Standards

Standard Number
ISO/IEC 7810
ISO/IEC 7501-1
ISO/IEC 7501-2
ISO/IEC 7501-3
NP 14543
ISO 7816-1
Revision
ISO 7816-2
Revision
ISO 7816-3
ISO/IEC 7816-4
ISO/IEC 7816-4/AM1
ISO/IEC 7816-5
ISO/IEC 7816-5/AM1

Title
Physical Characteristics and Test Methods
Identification cards - Physical characteristics
Machine Readable Travel Documents
Identification cards - Machine-readable travel documents Part 1: Machine-readable passport.
Part 2: Machine readable visas.
Official travel documents
Machine readable travel cards with coexistent technologies
Integrated Circuit Cards with Contacts
Identification cards - Integrated circuit(s) cards with
contacts - Part 1: Physical characteristics.
Part 2: Dimensions and location of the contacts

Part 3: Electronic signals and transmission protocols.
Part 4: Inter - industry commands for interchange
Impact of secure messaging on APDE structures
Part 5: Registration system for applications in IC Cards.
AM1: Proposal for a set of Registered Application provider
identifiers (RIDs)
ISO/IEC 7816-6
Part 6: Inter-industry Data Elements
Defect Report
ISO/IEC 7816-6 Technical Corrigenda
ISO/IEC 7816-6/AM1 IC Manufacturer registration
ISO/IEC 7816-7
Part 7: Inter-industry commands for Structured Card Query
Language (SCQL)
ISO/IEC 7816-8
Part 8: Security architecture and related inter-industry
commands
ISO/IEC 7816-9
Part 9: Enhanced inter-industry commands
ISO/IEC 7816-10
Part 10: Electronic signals and answer to reset for synchronous
cards
ISO/IEC 15460
Integrated circuits with voltages lower than 3 volts
Identifiers (IIN and RID)
ISO/IEC 7812-1:1993 Identification cards - Identification of issuers - Part 1:
Numbering system
Revision
ISO/IEC 7812-2:1993 Part 2: Application and registration procedures
Revision
Contactless Integrated Circuit(s) cards
ISO/IEC 10536-1
Identification cards - Contactless integrated circuit(s)
cards - Part 1: Physical characteristics
Revision
ISO/IEC 10536-2
Part 2: Dimensions and location of coupling areas
ISO/IEC 10536-3
Part 3: Electronic signals and reset procedures
ISO/IEC 10536-4
Part 4: Answer to reset and transmission protocols
ISO/IEC 14443-1
Identification cards - Contactless integrated circuit(s)
cards - Proximity integrated circuit(s) cards - Part 1:
Physical characteristics
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Standard
Standard
Standard
Work initiated
Standard
Standard
Standard
Draft
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Draft
Draft
Draft
Draft
Draft
Work initiated
Standard
Draft
Standard
Draft
Standard
Draft
Standard
Standard
Draft
Draft
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Standard Number
Title
ISO/IEC 14443-2
Part 2: Radio frequency interface
ISO/IEC 14443-3
Identification cards - Contactless integrated circuit(s) cards Part 3: Initialisation and anticollision
ISO/IEC 14443-4
Part 4: Transmission protocols
ISO/IEC 15693-1
Identification cards - Contactless integrated circuit(s)
cards - Vicinity cards - Part 1: Physical characteristics
ISO/IEC 15693-2
Part 2: Air interface and initialisation
ISO/IEC 15693-3
Part 3: Protocols
ISO/IEC 15693-4
Part 4: Registration of Applications/ issuers
European Applications Standards
CEN ENV1545-1
Transport applications on machine readable cards - Part 1:
General data elements
CEN prENV1545-3
Part 3: Electronic tachograph
Work item 00224051 Healthcare applications for use by patients...
Work item 00224052 Healthcare applications...healthcare professional cards
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ANNEX E
UK PAPER ON SMARTCARD PROPOSAL
THIRD DIRECTIVE: PROPOSAL TO ALLOW MEMBER STATES DISCRETION TO
ISSUE SMART CARD DRIVING LICENCES
1.
The UK has seen an increase in the competence of fraudsters and counterfeiters in
recent years. World-wide growth in identity fraud is a problem that faces all countries. To
keep ahead of the fraudsters, UK driving licence authorities are constantly looking for ways
to improve the security of the driving licence application process and the licence itself. A
recent review of card security recognised that the inclusion of a chip on the card would
introduce a higher level of security.
2.
In response to growing concerns, UK Ministers wrote to the Commission supporting
a move to the voluntary introduction by member states of a smartcard driving licence. We
welcome the news that the Commission is now considering including such a proposal within
the third Directive.
Benefits
3.
The Commission, together with representatives from Sweden, the Netherlands and the
UK formed a working party in 1998 to consider the benefits of an electronic driving licence.
These were identified as providing:





increased security of the driving licence
improved storage space for inclusion of additional information (for example, a complete
description of the category and relevant Community code)
improved exchange of information between member states by allowing access to
explanatory information held on the chip
improved freedom of movement across the Community through storage of information in
several languages
increased and upgraded security/functionary capacity without impact on driving licence
data, for future use.

4.
Advancements in smartcard and related technologies over the last 4 years have
reinforced those benefits and brought forward additional ones which align with the
Commission’s objectives for the third Directive:



optimum level of security in terms of protecting the integrity of the card and identity of
the holder through inclusion of biometrics information
electronic ID, allowing cardholders to transact securely with licensing authorities over the
Internet. The UK’s Driver and Vehicle Licensing Agency has participated in the work of
the European Electronic ID working group which supports the Directorate Generale
Information Society in developing an European standard for electronic ID
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ability to invalidate lost/stolen cards
use of cards for other functions, for example to support the Convention on mutual
recognition of disqualifications and to show entitlement to drive hazardous/dangerous
goods.

Proposal considerations
5.
In framing a proposal for a smartcard driving licence, we believe that considerations
should first centre on what it should and could include to reduce driving licence fraud,
improve free movement of citizens between member states, provide customer benefits and
enhance road safety and law enforcement. In order to help inform discussion on this, I
thought it might be helpful to set out the UK’s initial thoughts.
6.
The most important issues requiring early agreement relate to the underlying
principles surrounding the business requirements and use of the smartcard licence. The UK
believes that:








upgrade to smartcards should be optional
the physical appearance, format and use of the driving licence card should be unaffected
the card should adhere to ISO and industry standards for construction, chip placement,
type of chip and methods of accessing information held on the chip
we should identify the business requirements before deciding the technology for example
– contact or contactless cards, memory only or processor cards
base security standards should be harmonised, with member states allowed to add others
provided there is no impact on the readability of the information
different levels of access control should be applied to various zones on the card
the Commission should consider setting up a working group to discuss the technology
aspects of the card – the UK would be pleased to participate.

7.
To assist access and use of the card and support its security, we feel that data should
be stored on the chip in zones covering European and National use. Consideration would need
to be given as to which information within these zones should be included on a mandatory or
optional basis. Attached at Annex A is an example of the types of data that could be included
within the zones and which could be designated as mandatory or optional.
8.
I hope that this document is helpful and that it will help inform the identification and
development of the principles and business requirements for a smartcard driving licence.
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ANNEX A
SMARTCARDS – POSSIBLE DATA ZONES
European zone - mandatory
Driving licence data



the data shown on the card
explanatory notes in different languages (category definitions and
restrictions applied to holder)

Personal details and identity data



name, address, date of Birth etc
photograph image and signature of the holder

European zone – optional
Security




Public Key Interface (PKI) – electronic identity/signature to assist in the
secure electronic transacting with authorities
personal identity information, such as biometrics, to assist in the
identification of the holder and recognition of imposters
others (overt or covert as required by member states)

Disqualification details


to support Convention and Directive requirements/provisions on mutual
recognition of disqualifications throughout member states

Interoperability of functions


if the Commission felt in the future that data relating to other European
initiatives could be included on one smartcard, a zone on the driving licence
card should be prepared in readiness for this purpose.

National zone - optional




national categories and codes (not translated into other languages)
details of provisional entitlement, where countries require this for learning
to drive purposes
other information, mainly for road safety/security purposes, which
member states would like to include for national use only, for example
penalties incurred for traffic offences, insurance details, organ donor details
etc.
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ANNEX F
13 July 2006
NOTE OF MICROCHIP WORKSHOP 11-12 JULY 2006
MEETING:

11 & 12 July 2006, Innovation Centre, DVLA, Swansea, UK

PRESENT:

Maryann Debeuckelaer (Belgium); Eero Elenurm (Estonia); Aarne Koutaniemi
(Finland); Dr Roland Guttmann & Heike Hermann (Germany); Theodoros
Tsirdanis (Greece); Liam Keane (Ireland); Armand Biberich (Luxembourg);
Idske Dijkstra & Albert Mulder (Netherlands); Lars Sverdrup Johansen
(Norway); Leslaw Glowacki (Poland); Tadej Gabrijel (Slovenia); Sven Hultman
& Hans Mattson (Sweden); Paul Martinez (Gibraltar); Mike Osborne (IBM,
Zurich); Ieuan Griffiths; Hugh Evans; Kevin Fisher; Neil Akass; Haydn Rees;
Gill Bevan; Alison Davies; Maria Bennett (DVLA,UK)

cc:

European Commission, Member States Committee Members, Fred Hackman
(UK)

Introduction
1.
Hugh Evans thanked everyone for attending and explained the main purpose of the
workshop. The main aim was to establish Member States preferred views for taking up the
Third Directive option of upgrading to a smartcard licence and agree a draft specification for
consideration by the Commission. Hugh explained that the European Commission were
unable to attend due to other commitments but had given approval for the informal workshop
to take place.
2.
Hugh emphasised the importance of making the driving licence as secure as possible in
order to protect against the increasing competence of fraudsters and counterfeiters. They
represented a serious threat to the security and integrity of driving licence systems
throughout European countries. He said that the UK was keen to help agree a technical
specification for the chip, agreeable to the Commission and colleagues in other Member States
and valued everyone’s input over the next two days. It was hoped that if the group identified
a draft specification, the Commission would give this advance consideration. This would
reduce effort at a later stage, when all Member States would be likely to be busy planning for
and implementing the Third Directive requirements.
Chip Enabled Driving Licences
3.
Mike Osborne (IBM Zurich) gave a useful presentation on “Chip Enabled Driving
Licences – uses, standards and interoperability” (Annex A). This provided the group with an
excellent background on which to inform later discussions.
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Session One – Sharing Views
4.
Kevin Fisher, who facilitated the event, introduced the first session and encouraged
the group to share their views on possible progression to a smart card driving licence and
provide detail of potential usage. Individual countries gave their view in a tour of the table.
All countries were open minded to the future inclusion of a chip on the driving licence.
Whilst the majority did not have immediate plans to add a chip to the licence, they were
positive about participating in discussions to future proof a technical specification (for
inclusion in annex one of the Third Directive). All agreed that a move to a smart card licence
could enhance security and accuracy of the licence. The main concerns highlighted were
potential cost, durability, compatibility of infrastructure and interoperability.
Third Directive - Background
5.
Gill Bevan informed the group that the Commission had agreed that Member States
could meet informally to start assessing and identifying their requirements for a microchip.
A chip cannot be placed on the licence until a specification has been agreed and published.
She provided the group with an overview of how the Third Directive text had progressed,
from the original Commission draft proposal (which only allowed driving licence data to be
included on the chip) to the current text. Gill explained that in May 2004, the Commission
had hosted chip experts meeting with Member States. The outcome of this meeting was that
the Commission agreed to an amended text, which allowed Member States to have greater
flexibility to include national data on the chip. This was providing that European data
protection rules were strictly observed for information held in the proposed European zones
and national data protection rules for information held in the national use zone.
6.
Gill informed the group that Commission had advised that technical experts should
agree the harmonised standard for a chip specification and the way in which data is stored.
They also agreed to proposals that the chip data could be contained in three zones:
•

Harmonised driving licence information – driving licence information containing all the
information presently included on the face of the licence (this could include full
explanation of information codes, category definitions and so on, translated into other
languages for assistance). The standards for storing and formatting the data (encryption
etc) would be harmonised European wide;

•

Optional harmonised information - optional information, for example a biometric
security/ID feature and information which may be considered helpful to other member
states (standards would be harmonised European wide);

•

National use - other national information, for use and readable only within the issuing
member state. Information would be included in this zone only after being agreed by the
Commission, which would consider whether the data would be more suitable for the
option information zone (for example penalty points may be of national use only now,
but at some time in the future there may be cross-border recognition in some countries and
therefore useful to be read as such).
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7.
Gill Bevan explained that the current text on the microchip has been amended and
appears to support the use of these zones. She reminded the group that even though this was
very positive progress on the chip, Member States would still need to gain Commission
approval for the data held in the national zone.
Session Two – Data to be stored on the microchip
8.
Kevin Fisher introduced the second session and invited Member States to share their
views on preferred information for each chip zone. The outcome of this discussion has been
recorded at Annex B. Several group members expressed concern about the type of data
recorded in the national use only zone and suggested that this should only consist of ‘static’
data. This would avoid the necessity of periodic updating of information held (eg permit for
transport of dangerous goods/penalties).
Session Three – Access to data, infrastructure & chip type
Access to Data
9.
Kevin Fisher canvassed the group for their view on who should have access to the
chip information. The group offered ideas on prospective agencies that would require access
(findings found at Annex B).
10.
Armand Biberich (Luxembourg) raised the issue of Type Approval. The Third
Directive mentions that EC Type Approval will be required but it is not clear what that
process will be. It was agreed that this is something that will need to be established.
Infrastructure & Chip Type
11.
The group agreed that a harmonised infrastructure with interoperable readers would
be needed. There was much discussion regarding the choice between a contact/contactless
chip. Some Member States expressed a preference for a contact chip, as this was compatible
with the readers currently used by some roadside enforcement officers eg Tachograph cards.
Other countries expressed a preference for a contactless chip as it was more durable and
secure and was fast becoming industries preferred technology (eg Passport issue and Banks).
12.
Mike Osborne, IBM, explained the difference between contact and contactless chips
to the group and said that there would be different security considerations for each. He
indicated that generally contactless chips were the quickest and most robust but there are
some security issues. Contact chips are slower and can be prone to more wear because of the
contact with card readers. He also produced several examples of the type of readers available
to show the group. Mike said that is was difficult to determine the exact costs involved as
price was largely determined by the volume of readers purchased (the cost becoming lower
with increased volume purchased).
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13.
After much discussion the group agreed that dual interface was the preferred option.
This would promote interoperability as the infrastructure would be able to accommodate both
contact and contactless chips used in different Member States.
Working Group 10 (WG10) - ‘ISO Standards for Driving Licences’
14.
Dr Roland Gutmann (Bundesdruckerei) gave a presentation to update the group on
work that had been carried out by the WG10 ISO Standards for Driving Licences Working
Group (attached at Annex C). Part of the group’s remit was to review documentation from
other standardisation bodies and assess their suitability for inclusion or referencing in the final
ISO standard. The purpose of the standard is to harmonise driving licences in order to help
with law enforcement etc. The EU Commission has previously hosted and attended some of
the WG10 meetings.
15.
The presentation was very helpful in informing the group on the progress of the ISO
standards group. Part one of the standard (Physical Characteristics and Basic Data Set) has
been agreed. Dr Gutmann anticipated that part two of the standard (Machine Readable
Technologies) is to be balloted 22 September 2006. Part three (Security/Public Key
Infrastructure) is under discussion and may take a year or two to complete. Hugh Evans
thanked Dr Gutmann and gained confirmation that the standards agreed to date comply with
the requirements of the Third Directive.
16.
Hugh Evans canvassed views and attendees felt that this may be a suitable ‘existing’
standard that could be adopted for the microchip specification rather than initiate lengthy new
work. This would be subject to review of the standard to ensure it was ‘fit for purpose’.
Hugh Evans agreed to raise this with the Commission to obtain agreement to review the work
of WG10.
Conclusion – Next Steps
17.
Hugh Evans thanked everyone for their constructive input over the two-day
workshop. He also thanked Roland Gutmann and Mike Osborne for their very informative
presentations which helped the group greatly in putting complex information into context.
He informed the group that he would be attending a meeting with the Commission on 14 July
about another matter but had been asked to provide an initial update on the chip workshop
outcome. He agreed to inform the group on the views of the Commission.

Maria Bennett
Drivers Policy Group
Swansea Vale 2
Driver & Vehicle Licensing Agency
Telephone: 01792 765239
Fax: 01792 765242
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ANNEX G

INTERNATIONAL STANDARD
ISO/IEC 18013
Information technology - Personal identification
ISO compliant driving licence A guide for driver licensing authorities
October 2008

This document is intended to act as a non-technical guide for national/state/regional driver licensing authorities to the
International Driving Licence standard developed jointly by the International Organisation for Standardisation (ISO)
(L'Organisation internationale de normalisation) and the International Electrotechnical Commission (IEC).
It was developed as a result of a request from ISO/IEC JTC1 SC17 Working Group 10 (WG10) to provide a lay
person’s guide to the standard, some of which includes necessarily technical content.
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1 Section 1 - Introduction – Standards and Smart
Cards
1.1

Introduction

1.1.1

The International Organization for Standardisation and the International Electrotechnical
Commission have formed a joint Working Group (JTC1 WG10) which is in the process of
developing an international driving licence standard. It is designed in such a way that any
individual driving licence authority (national/regional/state) may choose to adopt any, all or (as
the standard is entirely voluntary) none of its three constituent parts. Whilst providing a
universally recognised standard, it also allows for the inclusion of individual licensing
authorities’ specific requirements.

1.1.2

Part 1 of the standard outlines the physical appearance of the driving licence document and
provides an internationally recognized format. Part 2 allows the use of a number of
internationally recognized technologies (e.g. integrated circuits and bar codes) to store
information on a card in machine-readable form. Part 2 also outlines a Logical Data Structure
(how the information is ordered when stored). Part 3 covers how that data is protected using a
range of security mechanisms. Further details of each part are contained in Section 3 of this
document.

1.1.3

Adoption of any or all parts of the standard allow licensing authorities to facilitate international
recognition of their driving licence documents. Such recognition can be based purely on visual
inspection, with basic details such as name, photograph, vehicle entitlements contained in a
universal format, or if they should choose, on the addition of electronic media such as an
integrated circuit (also commonly known as a "chip") to form a smartcard driving licence. As
well as harmonizing the way in which this information is stored, the standard provides licensing
authorities with a ready made template, the adoption of which could save development time
and provide its IT providers with an off the shelf set of data requirements.

1.2

Standards
What do we mean by standards?

1.2.1

Standards make a significant but largely unnoticed contribution to most aspects of our lives. It
is often when there is an absence of standards that their importance becomes clear. For
example, as purchasers or users of products, we would soon notice if they turned out to be
poor quality, did not fit, were incompatible with equipment we already had, or prove to be
unreliable or worse, dangerous. We are usually unaware of the role played by standards in
raising levels of quality, safety, reliability, efficiency and interchangeability - as well as in
providing such benefits at an economical cost. The organization responsible for many
thousands of the standards which benefit societies worldwide is the International Standards
Organisation (ISO).

1.2.2

In 1946, delegates from 25 countries met in London and decided to create a new international
organisation, which would "facilitate the international coordination and unification of industrial
standards". The new organization, ISO, officially began operations on 23 February 1947.
The role of the ISO
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1.2.3

ISO standards contribute to making the development, manufacturing and supply of products
and services more efficient, safer and cleaner. They make trade and interaction between
countries easier and fairer. They provide governments with a technical base for health, safety
and environmental legislation. They aid in transferring technology to developing countries. ISO
standards also serve to safeguard consumers, and users in general, of products and services - as
well as to make their lives simpler.

1.2.4

While the ISO defines itself as a Non-Governmental Organisation (NGO), its ability to set
standards that often become law, either through treaties or national standards, makes it more
powerful than most NGOs. In practice, the ISO acts as a consortium with strong links to
governments. There are 158 members, each of which represents one country.
ISO/IEC Joint Technical Committee 1

1.2.5

To deal with the consequences of substantial overlap in areas of standardisation and work
related to information technology, ISO and International Electrotechnical Committee (IEC)
formed a Joint Technical Committee known as the ISO/IEC JTC1. Its official mandate is to
develop, maintain, promote and facilitate IT standards required by global markets meeting
business and user requirements concerning issues across a whole range of areas.

1.2.6

WG10 – or ISO/IEC JTC1 SC17 WG10 to give it its full name – sits within the ISO structure
as follows:
ISO/IEC Joint Technical Committee 1 –
SC17 - Cards and Personal Identification –
Working Group 10 - Motor vehicle driver licence and related documents
Please see Annex A for full details of the JTC1 structure, its committees and working groups.
Format

1.2.7

1.3

ISO standards are numbered, and have a format that contains "ISO [/IEC] [/ASTM] [IS] nnnnn
[: yyyy] Title" where "nnnnn" is the standard number, "yyyy" is the year published, and "Title"
describes the subject. "IEC" will only be included if the standard results from the work of JTC1
(the "Joint Technical Committee"; see above). "ASTM" is included for standards developed in
cooperation with ASTM International. The date and "IS" will always be left off an incomplete
or unpublished standard, and may (under certain circumstances) be left off the title of the
published work.
Smart Cards
Definition

1.3.1

A smart card, chip card, or Integrated Circuit Card (ICC), can be defined as a credit card-sized
card with embedded integrated circuits which can process information. There are two broad
categories of ICCs. Memory cards contain only non-dynamic memory storage (information can
only be read and cannot be changed) components, and perhaps some specific security logic.
Microprocessor cards contain dynamic memory and microprocessor components (information
can be updated).
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History
1.3.2

Smart cards were invented in the late 60s in Germany, with the patent approved in 1982. The
first mass use of the cards was for payment in French pay phones in 1983. Ten years later,
microchips were inserted into French debit cards where users were required to authenticate
themselves using a PIN. Smart-card-based electronic purse systems (in which value is stored
on the card chip, not in an externally recorded account, so that machines accepting the card need
no network connectivity) were tried throughout Europe from the mid-1990s.

1.3.3

The major boom in smart card use came in the 1990s, with the introduction of the smart-cardbased SIM used in mobile phone equipment in Europe. With the proliferation of mobile
phones, smart cards have become very common.

1.3.4

The international payment brands MasterCard, Visa, and Europay agreed in 1993 to work
together to develop the specifications for the use of smart cards in payment cards used as either
a debit or a credit card. The first version of the EMV system was released in 1994 with further
enhancements of the system in 1998, 2000 and 2004. With the exception of the United States
there has been significant progress in the deployment of EMV-compliant point of sale
equipment and the issuance of debit and or credit cards adhering the EMV specifications.

1.3.5

Smart cards with contactless interfaces are becoming increasingly popular for payment and
ticketing applications such as mass transport systems. Visa and MasterCard have agreed to an
easy-to-implement version currently being deployed (2004-2006) in the USA. Across the
globe, contactless fare collection systems are being implemented to drive efficiencies in public
transit. The various standards emerging are local in focus and are not compatible, though the
MIFARE card from Philips has a considerable market share in the US and Europe.

1.3.6

Smart cards are also being introduced in personal identification and entitlement schemes at
regional, national, and international levels. Citizen cards, driving licences, and patient card
schemes are becoming more prevalent, and contactless smart cards are being integrated into
International Civil Aviation Organisation (ICAO) biometric passports to enhance security for
international travel in line with international obligations.
Contact Smart Card

1.3.7

Contact cards are the most apparent smartcards as they have a gold contact “chip” visible on
the card. When inserted into a reader, the chip makes contact with electrical connectors that can
read information from the chip and write information back.

1.3.8

The cards do not contain a power source; energy is supplied by the card reader. Contact smart
card readers are used as a communications medium between the smart card and a host, e.g. a
computer, a point of sale terminal, or a mobile telephone.
Contactless Smart Cards

1.3.9

A second type is the contactless smart card, in which the chip communicates with the card
reader through Radio Frequency Identification (RFID) induction technology. These cards
require only close proximity to an antenna to complete a transaction. They are often used when
transactions must be processed quickly or hands-free, such as on mass transport systems,
where smart cards can be used without even removing them from a wallet. The standard for
contactless smart card communications is ISO/IEC 14443.
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Dual interface
1.3.10 There are dual-interface cards that implement contactless and contact interfaces on a single card
with some shared storage and processing. Like smart cards with contacts, contactless cards do
not have a battery. Instead, they use a built-in inductor to capture the radio frequency
transmitted by the card reader and use it to power the card's electronics.
ID Cards and PKI
1.3.11 A quickly growing application is in digital identification cards. In this application, the cards are
used for authentication of identity. The most common example is in conjunction with a Public
Key Infrastructure (PKI). PKI is a collection of technologies, processes, and organisational
policies that support the use of public key cryptography (see below) and in particular the
means to verify the authenticity of public keys. Digital certificates provide a link between a
particular individual or system and their public key, and this certificate is signed by a certificate
authority, so that anyone who trusts that authority will also trust that the corresponding key
pair is genuine.
1.3.12 Public Key Cryptography involves mathematical algorithms for encryption and decryption of
information by separate but mathematically related keys in a key pair. Encryption carried out
by one key of the pair must be decrypted by the other key. Knowledge of one of the keys in
the pair does not give any clues or easy path to knowing the value of the other key in the pair.
One member of the key pair is designated a Public Key (hence the name Public Key
Cryptography), and indeed made public, with the other member of the key pair declared the
Private Key and kept secret.
1.3.13 For an ID card, the chip will store an encrypted digital certificate issued from the PKI along
with any other relevant or needed information about the cardholder. When combined with
biometrics, smart ID Cards can provide two-or three-factor authentication.
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2 Section 2 – WG10 - Purpose and Role
2.1

The work towards an international standard for driving licences is undertaken within the
International Organization for Standardization’s (ISO) Joint Technical Committee for
Information Technology (JTC1), Subcommittee for Identification Cards and Related Devices
(SC17) (see Section 1).

2.2

WG10 - or to give it its full name - ISO/IEC JTC1/SC17 WG10 ISO Standardization in the field
of Driver Licences – first met in Luxembourg in 1999 where representatives from 9 countries
took part. It is made up of a mixture of government (driver licensing authorities/police/etc.) and
industry (card manufacturers/PKI specialists etc.) representatives. It currently meets 3-4 times a
year and meetings are usually attended by around 15-20 people, although as the standard moves
from development to maintenance, meetings will become less frequent.

2.3

Countries that have been or are actively participating in the work of WG10 include Australia,
Canada, Finland, France, Germany, Greece, Japan, South Korea, Namibia, the Netherlands,
Singapore, South Africa, Sweden, Switzerland, the United Kingdom and the United States of
America. Countries that additionally participate in the voting process include Azerbaijan,
Belgium, China, Côte-d'Ivore, Czech Republic, Denmark, Ecuador, India, Iran, Ireland, Italy,
Jamaica, Malaysia, Malta, Netherlands, New Zealand, Nigeria, Norway, Pakistan, Saudi Arabia,
Spain, Trinidad and Tobago, Turkey, Uruguay and Venezuela.

2.4

WG10 was initially formed to develop an International Standard for a driver licence
identification card including a basic functional "model" set of data elements, for the most part, as
specified in the 1968 Vienna Convention. It was envisaged that the annexes to the standard
would describe a variety of card technologies from which driver licensing/motor vehicle
authorities could select an appropriate approach that best met its human-readable and machinereadable data storage requirements. It was not intended to mandate the use of any specific
methodology or technology in the production or issuance of a driving licence document.

2.5

The initial goal was to learn and understand the needs of national and regional motor vehicle
authorities as well as the international motor vehicle community, which UN/ECE represents to
reduce the risk of driver licence fraud and abuse and help maintain road safety.
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Current status of ISO/IEC 18013
2.6

The standard seeks to establish guidelines in the format and content of motor vehicle driver
licences (DLs) to support the requirements of national or regional motor vehicle authorities and
international conventions. It creates a common basis for international use and recognition of
DLs without impeding individual national and regional authorities in taking care of their specific
requirements. An ISO DL is a document issued by a government agency, granting an individual
permission to drive a motor vehicle within that agency’s jurisdiction or region with the goal of
ensuring the safety of individuals and property.

2.7

The standard is in 3 parts. Part 1 was published in August 2005 and the review process has
already commenced. This will provide the opportunity for new codes and restrictions arising out
of the introduction of the 3rd EU Directive to be added; Part 2 was published in May 2008; and
Part 3 was approved for publication in October 2008. A new part has been proposed to cover
test methods and is expected to be registered with ISO to become ISO18013 Part 4. Further
details of the component parts of the Standards are contained in Section 3.
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3 Section 3 – ISO/IEC 18013 – The International
Driving Licence Standard
3.1
3.1.1

Part 1 - Physical characteristics and basic data set
Part 1 establishes the design format
and data content of an ISOcompliant driving licence (IDL) with
regard to the human-readable
(visual) features and location of
machine-readable technologies on
the card. It creates a common basis
for international use and mutual
recognition of the licence without
restricting individual domestic or
regional driver licensing authorities
from incorporating their specific
requirements.

DRIVING LICENCE
DRIVINGLICENSE

DRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDRIVINGLICENSEDIRVINGLICENSE02/2002

1.

DETORE-SPECIMENIA

2.

MARY MARILYN

3.

07.06.1952

4a. 15.02.2002
4c. UTOPIA

REPUBLIC OF
UTOPIA

UTOPIA
4b.

25.02.2012

SAMPLE AGENCY

4d. 973912345678
7.

5.

070652-701F

9.

A BE C D1E D

13. 12345678901234567890123456789012345678901234567890123456789012345

Card layout example

3.1.2

The ID-1 sized IDL (which is based largely on the EU driving licence format – 91/439/EEC)
allows one document to serve a dual purpose; a domestic driving permit and an international
driving permit (IDP). Thus the IDL replaces the need for two separate documents.

3.1.3

Alternatively, those countries that choose to maintain their individual domestic design (or
conclude they cannot meet the ISO standard due to their domestic requirements) can continue
to do so, but they could still issue a second card (with or without machine-readable
technologies) to replace the current IDP paper document only.

3.1.4

Part 1 also specifies an explanatory booklet with sleeve insert pocket that may optionally
accompany an IDL to facilitate its worldwide interpretation when used instead of an IDP.

3.1.5

The IDL comprises the following:

3.1.6

•

minimum common mandatory data element set,

•

common layout for ease of recognition,

•

minimum set of security requirements.

Part 1 of the standard allows domestic or regional driver licensing authorities to exercise their
own discretion in respect of the following aspects of the IDL in order to meet their specific
requirements:
•

including supplementary optional data elements (in addition to the minimum common
mandatory data element set);

•

incorporating machine-readable technologies including magnetic stripe, integrated
circuit with contacts, contactless integrated circuit (smart cards) or optical memory
technology, and 1 or 2 dimensional bar codes;

•

adding physical document security elements (in addition to the mandatory elements).
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3.1.7

3.2

This new IDL design provides a document that:
•

is more secure from counterfeiting and alteration than the IDP document;

•

allows authorities to verify the authenticity of the document;

•

integrates the personal data into a secure ID-1 size medium;

•

allows more reliable identification of the licence holder;

•

allows for machine-readable technologies;

•

facilitates information exchange and mutual recognition among driver licensing
authorities.

Part 2 – Machine Readable Technologies

3.2.1

Part 2 establishes guidelines for the content and formatting of data stored on an ISO compliant
driving licence (IDL) using machine-readable technologies. It creates a common basis for the
international use of IDL data without restricting individual domestic or regional driver licensing
authorities from applying their specific data policies. Part 2 specifies optional machine-readable
technologies and the associated logical data structures that can be used on an IDL.

3.2.2

ISO/IEC 18013-2:2008 specifies the following items.
•

Mandatory and optional machine-readable data. Machine-readable IDL data support the
following functions (subject in some cases to the inclusion of appropriate optional data
elements):
o confirming the driving privileges of a driver;
o enabling a link to be established to a driving privilege database;
o age verification.
o identity verification;
o biographical data verification;
o evidence of residence;
o biometric authentication;
o document authentication and validation.

•

The logical data structure for data stored in machine-readable format.

•

Encoding methods for the following:
o cases where the memory capacity available to the IDL application does not
exceed 5 kB, typically applicable to 2D barcode symbologies, high-coercivity
high-density magnetic stripe and limited memory capacity integrated circuits
(contactless and those with contacts);
o integrated circuits (contactless and those with contacts) where the memory
capacity available to the IDL application exceeds 5 kB;
o optical memory.

3.2.3

To prevent unauthorised access to the data contained on a contactless integrated circuit (e.g. by
eavesdropping), provision is made to protect the privacy of the licence holder via basic access
protection (requiring a human-readable and/or machine readable key/password on the IDL to
access the data on the contactless integrated circuit (via protected-channel communication)).
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The implementation details of this function however are defined in Part 3 of ISO/IEC 18013.
Provision is made for issuing authorities to validate the authenticity and integrity of the
mandatory and optional data. In addition, the option of protecting access to optional data
(beyond basic access protection) is provided for.
3.2.4

The LDS has been defined in such as way as to cater for the vast majority of individual licence
authorities’ requirements. This was achieved by defining a number of separate Data Groups,
each addressing a different functional area. Only one of these – Data Group 1 – is mandatory
to meet the requirements of the international standard. The others are voluntary. The Data
Groups are ordered as follows:
Data Group 1: Mandatory data (this includes: Family name; Given name; Date of
birth; Date of Issue; Date of Expiry; Issuing Country; Issuing Authority; Licence
number; Categories of vehicles, restrictions)
Data Group 2: Optional licence holder information
Data Group 3: Optional issuing authority details
Data Group 4: Optional Portrait images
Data Group 5: Optional signature / mark image
Data Group 6: Optional facial biometric template
Data Group 7: Optional finger template
Data Group 8: Optional iris biometric template
Data Group 9: Optional other biometric template
Data Group 10: Reserved for future use
Data Group 11: Optional Domestic Use

11

ISO Compliant Driving Licence – A guide for driver licensing authorities v2.0 EU

11

Structure level
data

Optional licence holder details – Data Group 2
Mandatory text data elements –
Data Group 1

Optional issuing authority details – Data Group 3

Optional portrait image of licence holder – Data Group 4

Optional signature / usual mark image – Data Group 5

Optional facial biometric template – Data Group 6

Optional finger biometric template – Data Group 7

Optional iris biometric template – Data Group 8

Optional other biometric template – Data Group 9

Reserved for future use – Data Group 10

Optional domestic data – Data Group 11

Conceptual data structure

3.2.5

This provides a modular approach where specific modules can be selected for inclusion
depending on the individual requirements of driver licensing authorities using well established
technologies.

3.2.6

The standard allows for the following (optional) machine readable technologies:
magnetic stripe
contactless Smart Card
contact Smart Card
two-dimensional bar code
optical memory

3.2.7

The above technologies have been considered as suitable for inclusion in the standard as they
are ones which are already in use across the world or are likely to be considered for adoption in
the future. For example, several EU Member States are considering the inclusion of a chip in
the driving licence as the 3rd EU Directive allows this, subject to agreement on standards.
Similarly, in the United States the REAL ID Act mandates the use of two-dimensional bar
codes, but also allows issuing authorities to add other technologies to a card.
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3.3
3.3.1

Part 3: Access control, authentication and integrity validation
Part 3 describes the electronic security features that may be incorporated under the standard,
including mechanisms for controlling access to data (stored in machine-readable format),
verifying the origin of an IDL, and confirming data integrity. More specifically, Part 3:
•

is based on the machine-readable data content specified in Part 2, and

•

specifies mechanisms and rules available to issuing authorities for:
o access control (i.e. limiting access to the machine readable data recorded on the
IDL);
o document authentication (i.e. confirming that the document was issued by the
claimed issuing authority), and
o

data integrity validation (i.e. confirming that the data was not changed since issuing).

3.3.2

One of the functions of an IDL is to facilitate international interchange. Storing data in
machine-readable form on the IDL supports this function by speeding up data input and
eliminating transcription errors. However, certain machine-readable technologies are vulnerable
to being read unknowingly to the card holder, or by entities that do not have the necessary
authorization. Part 3 provides mechanisms for protecting against these threats.

3.3.3

Identifying falsified driving licences, or an alteration to the human readable data on authentic
driving licences present a major challenge for driving licence and law enforcement authorities,
both domestically and in the context of international interchange. Verifying the authenticity of
an IDL and confirming the integrity of the data recorded on an IDL provide driving licence or
law enforcement authorities a means to distinguish an authentic IDL from a falsified or altered
one in the interest of traffic law enforcement and other road safety processes.

PDE CATEGORIES
P Passengers
G Goods
D Dangerous goods

DRIVER RESTRICTIONS
Corrective lenses
Prosthesis
VEHICLE RESTRICTIONS
Automatic transmission AT
Electrically powered
Physically disabled
Bus > 16000 kg (GVM) permitted
Tractor only
Industrial/Agricultural only

An example of an integrated circuit card using Basic Access
Protection (via a barcode) to protect unauthorized access to
the “chip”(card not to scale)
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4 Annex A
ISO/IEC Joint Technical Committee 1
4.1.1

4.1.2

The official mandate of ISO/IEC JTC1 is to develop, maintain, promote and facilitate IT
standards required by global markets to meet business and user requirements concerning:
•

design and development of IT systems and tools;

•

the performance and quality of IT products and systems;

•

the security of IT systems and information;

•

the portability of application programs;

•

the interoperability of IT products and systems;

•

the unified tools and environments;

•

the harmonized IT vocabulary, and

•

the user-friendly and ergonomically designed user interfaces.

There are currently 18 sub-committees:
SC 02 - Coded character sets
SC 06 - Telecommunications and information exchange between systems
SC 07 - Software and system engineering
SC 17 - Cards and personal identification
SC 22 - Programming languages, their environments and systems software interfaces
SC 23 - Digitally recorded media for information interchange and storage
SC 24 - Computer graphics, image processing and environmental data representation
SC 25 - Interconnection of information technology equipment
SC 27 - IT Security techniques
SC 28 - Office equipment
SC 29 - Coding of audio, picture, multimedia and hypermedia information
SC 31 - Automatic identification and data capture techniques
SC 32 - Data management and interchange
SC 34 - Document description and processing languages
SC 35 - User interfaces
SC 36 - Information technology for learning Education, and training
SC 37 – Biometrics
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4.1.3

Each of the sub-committees has a number of related Working Groups. In SC17, these currently
are:
WG 1- Physical characteristics and test methods for identification cards
WG 3 - Machine readable travel documents
WG 4 - Integrated circuit card with contacts
WG 5 - Registration Management Group (RMG)
WG 8 – Contactless integrated circuit(s) cards, related devices and interfaces
WG 9 - Optical memory cards and devices
WG 10 - Motor vehicle driver licence and related documents
WG 11 - Application of biometrics to cards and personal identification

15

ISO Compliant Driving Licence – A guide for driver licensing authorities v2.0 EU

15

